PERMANENT MISSION OF GREECE
GENEVA

Ref. No. 6170.1/6/132

NOTE VERBALE

The Permanent Mission of Greece to the United Nations Office at Geneva and
other International Organizations in Switzerland presents its compliments to the
Office of the High Commissioner for Human Rights and with reference to the letter of
the Special Rapporteur on the promotion and protection of the right to freedom of
opinion and expression, dated 16 December 2015, has the honour to attach herewith
the contribution of the Ministry of Justice, Transparency and Human Rights to the
study on the responsibilities of the ICT sector to protect and promote the right to

freedom of expression in the digital age .

The Permanent Mission of Greece to the United Nations Office at Geneva and
other International Organizations in Switzerland avails itself of this opportunity to

renew to the Office of the High Commissioner for Human Rights the assurances of its

highest consideration. KK
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eneva, 28 January 2016

To: The Office of the High Commissioner for Human Rights
Special Rapporteur on the promotion and protection of the right to freedom of opinion
and expression

freedex(@ohchr.org
registry(@ohchr.org

Att.: 3 pages
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Aefiva,  27-1-2016
Ap. Npert.: 4275 ok

FAAENIKH AHMOKPATIA onog:
YIIOYPIEID AIKAIOZYNHE, AIA@ANEIAZ YHOYPTEIO EESTEPIKON
KAI ANABPOITINGN AIKAIOGMATON A4 Afvon AvBp. ALKOLORETOY

TENIKH A/NEH AICIKHEHT AIKAIOLYNHY,

AIA® ANEJAZ KAI ANOPQIUNAON AIKAIDMATAN
A/NYHNOMOSETIKOY EPTOY, AIEBNAON IXELENN
KAl ATEONOYE, ATKALTIKHE TYNEPTAZIAL
TMHMA EYPOITATKHE ENQIHE KA AIEGNON

OPTANIEMON
Ter. Afvoty: Meooyeiwv 96
Tay, Kob.: 11527
Manpopoplec: AL Audkou
TnAég@usvo: 2107767404
FAX: 210 7767478
E-1pail : aliakou@iustice soy.er

BEMA: «Evvets@opt ox peétn Elikod Ewomynmi HE oxetikd pe T evbive Tov vopte
Texvoioyudy, MAnpogopucis kot Emxowvaviev (ICT} wg npog Ty wpograota xm v
npodenan s eAsvbeplag ™Y ék@pacme

Lyet.: Tope Adl, 2467/19-1-2016 éyypatpd sag

TE GUVEYELR TOL (¢ GV OXETIKOU GTTO0TEAAOUNE KaTd Abye AppoSIGTHTAg YEVIKES TIRpareplioets
M unnpecing pe¢ ayeTied pe 10 Bipa ™C oxenkis emotodls, STV aYYAKN Yiwood, wg
axaroubwg:

« [, CYBERCRIME:

As regards commission of crimes through computer networks there is a strong concern that
Information and Communication Technologies, may also be used for committing criminal
offences and that evidence relating to such offences may be stored and transferred by these
networks, Council of Europe member states, recognising the need for co-operation between
States and private industry in combating cybercrime and the need to protect legitimate interests
in the use and development of information technologies and mindful of the need to ensure a
proper balance between the intetests of lJaw enforcement and respect for fundamental human
rights and especially the right of evervone to hold opinjons without interference, as well as the
right t freedom of expression, signed In 2001 the Council of Europe Convention on Cybercrime.
As mentioned in the preamble “the prasent Convention is necessary to deter action directed
against the confidentiality, integrity and availability of computer systems, networks and
computer data as well as the misuse of such systems, networks and data by providing for the

1
ol




From MFA:16-0006316-0001 Thu 28 Jan 2016 12:51:33 PM EET Page 3 of 4

21701 -
/01 2018 18:28 2107767478 RINJUST INTERH GRG #2338 P.002/003

criminalisation of such conduct, as described in this Convention, and the adaption of powers
sufficient for effectively combating such criminal offences.”
The Ministry of Justice, Transparency and Human Rights has already drafted a bill, which will
very socn be tabled in Parliament, ratifying the abovementioned Council of Europe Convention
on Cybercrime and s Additionat Protocol concerning the criminalisation of acts of a racist and
xenophobic nature committed through computer systems and transposing into national law the
Directive 2013/40/EU of the Europesn Parliament and of the Council of 12 August 2013 on
attacks against information systems {and replacing Council Framework Decision
2005/222/]HA).

In add:tion the Directive 2011/93EU on combating the sexual abuse and sexual exploitation of
childrenn and child pornography and the Council Framework Decision 2009/948/JHA were
incorporated into our national legistation by law no 4267/2014. Amendments were made tothe
already applicable crimes of the 19TH Chapter of the Special Part of the CCin which the crimes
againgt. sexual freedom and crimes of fina neial exploitation of sexual life, specifically art. 339 par.
4, 348 4, 348 B CC, were included. The aforementioned legislative amendments have introduced
also the crime of the pornographic minors’ depictions art. 48CcCC.

Additisnal amendments brought changes to specific articles of the General Part of the CCin order
10 achieve the expausion of the jurisdiction of the Hellenic Legal Order for crimes using the
(ntefot as a mean of thelr commission (art$ par. 3 CQ) and integrate specific crimes in the
principle of universal justice 50 as their prosacution to become feasible (art. 8 period h CC).
Furthermore art.18, L.4267/2014 regulates the procedures and conditions accarding with the
appropriate measures are taken against wehbsites that contain or disperse child pornography
material. This provision lays down ruies for the procedure of delation, barring of access of these
weh sites or deactivation of the domain.

1. HATE SPEECH:

Inforsnation and Communication Technology constitutes a typical means for promoting hate
speech on line. The Greek regulatory framework in line with the provisions of EU legislation
provides for the punishment of hate speech when committed through the internet. In particular,
apart from the consttutional provisions of ar. 2 par. 1 {Respect and protection of the value of
human being), Ar. 5 par, 1-3 {free development of personality and participation In the social
ecanomic and political life, principle of non — discrimination ). Ar. 13 par. 1 and 2 (Freedom of
religious conscience), Ar. 14 par. 1,2 and 3 first alinea (freedom of expression), law 927/1979
as arnended by law 4285/2014 (ar. 1-5) provides especally for the offence of hate speech, as
defined in art. 1 and 2, whan committed through the internet or any ather means or manner.
Mareover, when the offence “referred toin the precedingarticles is committed on the internset or
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through other means of communication’, art. 3 contains specific provisions on jurisdiction
according to which “the Greek territory shall also be considered as the place of commission,
provided that access to the particular means is provided in the Greek territory, irrespective of
whether they are hosted in this territory”. Finally, liability of lagal persans or unlons of persons
is also regulated.

New policies, initiatives and measures are being planned by the Ministry under the provisions of
the recent law 4356/2018, which establishes a consultative body on issues of racism and
intalerance, the “Natonal Council against Raciem and Intolerance”, with the participation, inter
alia, of the National Commission fer Human Rights, the Racist Violence Recording Netwark, the
UN High Commissioner for Refugees and the Greek Ombudsman. The purpose of this Council is,
among others, the development of 2 comprehensive anti-racist strategy and the elaboration of a
Nationsl Action Plan against Racism and Intolerance and the establishment of a monitoring
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mechanism of hate speech.
in this ontext, the Ministry of Justice, attempting a review of the already existing legislative tools
and the elaboration of new effective means for the best protection of individuals, takes under

canslderation the incorporation of new practices and provisions.”

H IPOLETAMENH THY FEN, AIEY@YNIHE
M. APBANITH
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