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* Bxeellency,

I have the honour to address you in my capacity as Special Rapporteur on the
promotmn and protection of the right fo freedom of opinion and expression pu1suant to
Huma,n Rights Council resolutions 25/2,

" In this connection, I Would Tike to b ing to the attention of your Excellency’s
Government information I haye received cmwermng the draft legislation « Digital

Economy Bill », which passed its third reading in the House of Commons in November -

2016, The bill, in particular its lack of data sharing safeguards raises concerns regarding
the ught to pnvacy and the rlght to freedom of expression. -

According to the mformanon 1ecelved

. The Dlgﬂal Economy Bill (hereinafter “the bill”) was amiounced by the UK
" Government on 18 May 2016 and introduced to Parliament on 5 July 2016. The bill was

introduced as a measure to protéct . children by preventing. them from ascessing
pornographic content online. It aims to put into law the commitment. made in ths

- Government’s manifesto stating that “we will stop children’s exposure io harmiul

sexualised content online, by mqu:rz’ng age verification for access to all sites contgining

f pomogmpkw material”,

Beyond this’ initial aim, ‘the bill has come to contain provisions that regulate a

~broad range of issucs concerning the digital space. One of iis key commitments is the
-sharing of publicly held datasets “to improve service delivery while maintaining -

safeguards on privacy”. 1t will do so through tegulation that aims to. “mate provision
abowt electronic communications infrastructure and services; to provide for resiricting

access to online pornography; o make provision about protection of intellectuat property
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in connection with electronic communications, to make prowszbn about data-sharing, to
-make provision about functions of OFCOM in relation to the BBC; fo provide for

determination by the BBC of age- -related TV licence Jee concessions; to make provision.

about the regulation of direct marketing; to make provision abouwt OFCOM and its

Sunctions; to make provision about payment systems and securities settlement sysiems; to
" make provision' about gqualifications in mﬁrmatzon technology;. rma’ Jor connected
- purposes” (pleamble ot this b111) : :

The bill cons1sts of 91 ardicles dmded into seven patls; (1) .access fo dlgltﬂl -

.Servmeq (2) digital infrastructire; (3) online poitiography; (4) intellsctual property; (5)
digitel governmerit; (6} miscellaneous; and (7) general. In add:’non, the bill containg tluea
- schedules as well asa sectlon on comequ ential atnendments.

In this ommmunoatmn, I would like to bung ﬂle concerns raised undel the
provisions contained i part 3 of the law to the attention of your Excellency’s
Governiment. These provisions concern man,datozy age- veuﬂcamon in Old@l to. accees
_websﬂ,cs contaunng pomogmplnc content : - - :

Before 1den11fy1ng the concerns raised by these pmwswns, I want to note that
article 19 of the International Covenant on Civil and Political Rights (I(‘CPR), ratified by

the UK on 20 May 1976,  protects everyono’s tight to maintain an opinion without .
intorferenee and to seck, recelve and irnpart information and ideas of all kinds, mgal dloss - -

of frontlers and through any ntedia. Undeér article 19(3) of the ICCPR, restrictions on the
-+ ight to Freedom of expression must be “provided by law”, and necessaty for “ihe rights

o reputations of othérs” or “for the. protection of nationa] security or of public order -

(otdre public), or of public health and morals?, Pet lmssﬂale 1esun,uons on the Intemet are
tho samo as those offline (A/ILRC/ 17/27). :

In addltmn article 17(1) of the TCCPR provides for the 11ghts of 111{11V1dua13 to be.
.piotected inter aha -against arbitrary or unlawful intetforcnoe with their privacy and

oo1respondcnce -and provides that, everyone has- the right to the protection of the law

against such interference. “Unlawful” means that no. interferenge tidy take ]Jlaoe except

in cases envisaged by the lasw which in itsslf-must coniply with the provisions, aims and

objectives of the ICCPR, Articles 17 and 19 of the ICCPR are closely connccted, as. the

right to privacy is often understood to be an essential requirement for the realization of

the right to freedom of axpiesszon (A/RES/GS/IG'? A/HRC/ZW%W A/HRC/ZBMO "‘ s

A/HRC/EE):’ 32},

Under the a.mcle 19(3) reqmremant of legahiy, it is not enough ‘Lhat restrictions on:

freedom of expression are formally enacted as domestic laws. ot regulations. Insicad,. -

© Testrictions must also be sufficiently cloar; accessible and predictable (CCPRJC/GC/M)

While surveillance reasures and other restrictions on freedom of expression may be -

, c.stab_hshed to protect a legitimate ohjective under the provision, they must be “necessaty”




. to protect such objectives, and not simply useful, desirable or- wasonable The

requirement of hecessity “alse implies an assessment of the proportionality” of those

resfrictions. A proportionality assessment ensures that restrictions “target a spemflc'

Obj ective and do not unduly intrude upon other rights of targeted persons”. The ensuing

‘interference with third parties” rights must also be limited and justified in the light of the
interest supported by the introsion” (A/ITRC/29/32), Finally, the restrictions musi be “the
least intrusive instrument, among those wh1ch nnght aolueva the desn*ed result”
(CCPR/C/GC/34) '

The full texts of the huma:n rlghts ingtruments and standards oullmed above are

available at wwrw.ohchr.org and can be provided upon request.

: | .
Ir: light of the above standards of international human rights law, I would like to

present the following prehmmmy observatlons and concerns raised by.the bill’s’
pwwsmns on 1ge-ve11ﬁoat10n requirement.” ' -

Age—very‘iaaz‘mn reqiiirem em‘-

The bill enforces age-vetification on pomograph1c websites to prevent that they

* are accessed by children under the age of 18 years (articles 15-26). The bill does not

provide any guideline or technical requirements or conditions for the design of the age-
verification mechanisms that it imposes. ' The only mentioning of what age-verification
should entail is found in article 15(1) which requires that such a verification system is
designed “in a way that secures that, at any given rime the ‘material is not normally
accessible by persons under- the age of 18" :

The age~vel‘1ﬁcat1011 requirement ﬂpphes 0 all wabsnes regardless of where they
ate based. Thoy therefore also apply for websites based outside of the UK as long as they
are acoessible within the UL

The age-vetification tequirement applies to all those who “make pomogmphic
material available on the internet on a commercial basis to persons in the United
Kingdom” (article 15(1)). “Pornographic material ” is defined in article 16(1} as “a video
in respect of which the video works authority has issued an R18 certificate”; material
included in such a work; material that “i is reasonable from iis nature” would resulf in
R18 cettificate; and any other material if it i reasonable from its natore to assume “thas it
was produced solely or principally for the purposes of sexual arousal, and that cmy
classification certificate issued for g video work including it wonld be an 8 certifieate.”

The requitement for R18 ceﬂ:lﬁcate is set out in article 16(2), Whlch refers 1o the

‘Vldeo Recmdmgs Act 1984,
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Articles 17-18 of the bili set out the requirements for astablishing the age-

verification regulator, which is designated hy the Secretary of State. The bill enspowers,
the age-verification regulator to asgess whether websites hosting poraographic material
" have strong enough age-verification in place, nnd whether they are showing “prohibited’
content”. The bill does not make a chstmotmn betWeen pr olnbltcd content with respeoct o -
ge~veuf10at10n and illegal content ‘

The age-venﬁmtmn legulator has the power {0 1eque<;t 111f01mat10n from Internet
Service - Providers {ISPs) and others. that are believed fo be involved i making
‘pornographic material available. on the Internet, The age-verification rogulator also hag
the power to impose financial penalties for-failing to comply wﬂh the mqlurement o
impose age—veuﬁcauon on Websﬂes (articles 19, 20 und 21).

Atrticle 23 outhnes ‘the age~ve1*1ﬂoatmn 1egula.101 § power to vequire 1SPs to block

non-compliant ‘websites, ‘Websites will be judged non-compliant if either they. host
pornograpfhic material that is not securodl behind an age-verification mechanism, or if
' they host “prohibited material”, whick n the somtext of the Bill means pornoglaphlc

~ content that would not be passed for DVD telease by the video works authority, The Bge-
verification regulator will be able to ordler 1SPs to block websites without first gotting a
sourt order, Article 23(9) suggests thal the 1egulato1 can go on {o gela wuﬂ m]uncllon 11
tha ISP does not follow otders. - :

(“‘onc*@rns related 1o the bill’s d:.sproportzonare measwes lcz.:fc of data sharmg
Sajeguards and adeguate ;mfzaial process.

The. plotecuon of ohlldlen, the protection of the ught to ﬁcedom of opinion and
explessmn and the right to privacy are groundeéd in the fundamental values of human
dignity and mronomy, Perceiving these rights as opposed interests limits the policy
‘options available for. dealing with threats to both child’ proteotion and fmedom of .

" gxprossion onhne

There ig no doubt ihai: the p1otcct10n of clnlchen is 4 1eg11,1mnte obj ecuve uncler '

international human rights law, including under “article 19(3) of the TCCPR. which *
ostablishes criteria for peﬂmsmble restrictions to freedom of expression, The question

that arises relates to the way in which the bill secks o achieve to proteet children, Does -

the plopusecl way achieve this legitimate obj Jectwe and is il lawful under intetnational
human rights law, in particular Wlﬂl reqpect to the UK’s obllgatmns under artioles 17 and
_ 19 of the ICCPR?-

\

 Offline, the protecumi of children against pornographic conizent is wgulafcd'

through the:British Board of Film Classification’ (BBFC)’s system of classification for
DVD teleases. The bill appears fo be applying the same system for offline classification
o onlme content, However, -the onlme version of BBFC control through the age~




vetification system raises 2 number of pasticular concerns due to the character of digital
space, which would othetwise not arise in the context of ‘the offline system of
classification. . ' ' ‘

Y

Fitstly, I am concerned that the age-vetification provisions give the Government

- access to’ information of viewing habits and citizen dlata, Data provided to one patt of
government can be shared with other parts of government and private sector companies

without a person’s knowledge and censent, Moreover, the age-vetification requirement
may easily be subject to abuse, such as hacking, blackmail and other potential credi: card

~ fraud, In this contiection the age-vexification provisions do-not seem to comply with the

“necessity” requirement under article 19(3) of the ICCI'R,

~ Identity disclosure requirements in law allow authorities to more easily identify
persons, eradicating anonymous expression, One of the important advances facilitatad by
the Internet is the ability to anonymously access and impart informqtion and “to
communicate secreily without having to be identified. ‘Restrictions on anenymity
facilitate State surveillance by simplifying the idéntification of individuals accessing or
disseminating prohibited content, making such individuals more vulnerable to other
forms of State surveillance. This also allows for the collection and compilation of large

* .amounts of data by the private sector, and places a significant burden and responsibility

on cotporate actors to protect the privacy and security of such data (A/HRC/23/40),

I express concern at the bill’s lack of pl'ivacy obligations, yet it effectively males
compulsory to use technologies that limit the right to privacy through the age-verification

requirement. T am concerned at the imposition of the age-verification mechanisnt which
- hag implications for the right to privacy without imposing conditions fot the storage of

such data, The mechanism does not provide suffiéient puatantees against abuse and the
bill lacks clear provisions to protect information gathered through the. age-vetification
meclianism, including the length of the storage of such data and their collection by

- government and private coinpanies. States are required by article 17(2) of the ICCPR to
- regulate, through clearly articulated laws, the recording, processing, deletion of, use and

conveyance of antomated personal data and to protect those affected against misuse by
State organs as well as by private partics (A/HRC/ 17/_27]. :

« Moreover, 1 express concern at the lack.of judicial ovetsight with respect to the
power of the age-verification regulator to shut down websites that do not Gomply with the
age-verification tequirement. Any legislation -restricting the right to freedom of
expression and the right to privacy, as well ag any defermination on the shut down of
websites must be inderteken by & body which is independent of any political, commercial -
or unwarranted influences in a manner that is neither - arbitrary noi discriminatory

(AHRC/17/27).
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Finally, I exress concern’ at the cumulative effect of the Digital Economy Bill

and the Investigatory Powers Act ( about which I raised concerns in a communication to
your Bxoellency’s Goverament dated 22 December 2015, GBR 4/2015) Tugeﬂ1e1 these
~ two pieces of legislation eonfstltute a significant tLghtenmg conttol over the Internet in the

Uk | . ‘
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Therefore, while I any’ cogmzant of the: nccd to protect children agamst harmful

‘content, | am concerned. that the provisions uider the bill are not an effective way for .

- achieving this objective as they fall short of the standards of international human rights

law. The bﬂl contging insufficient p1ocec1ules without adequate oversight, overly broad -
definitions. and lack of data sha:ung sai‘eguards lhat u,nduly 1nte-rfe.res with tha rights of

freedom of- expres essmn and prwaoy.
k! _ C
T view of these conﬂnen’cs, [ would like to call oft your Exceﬂency 8 Govmnment
to take. all steps necessary to conduct a comprehensive feview of the Digital Economy
‘Bill to ensure its ¢ompliance with international human rights law, I would also be pleased
16 discuss the bill in the context of the concerns raised in this cummtmwatwn Wlﬂl
Tepr esentaﬁvcs of your Excallency 8 (}0ve1mnent '

Fmally, I would like to ‘inform your Excellency s Goveunnent 111at this

. communication will be made available to the public and posted on the wobsite page for,

the ‘mandate of the Special Rapperteur on the right to freedom of expu,ssmn
 (hitp//www.ohehr, org/EN/Issues/meedcrmOmmon/Pages/Lems]auon AndPohov ASPX).

Your Excellency 8 Govemment’s response WJII also bc made -available. on 1 the
_same website as well as in the regular pemodlc (‘ommumcaimns Raport to be pr esanted to
. the Human RIghts Councﬂ : : .

.Please ;accept, Emgsllehcy, the dssurances of my highest consideration, -

_ Dzmd Kaye
Spemai Rapportem on tha plomotmn and pmtec’rlou of the r1ghi to ﬁeedom of opmlcm |
. and expressmn . S
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