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EXECUTIVE SUMMARY

This briefing paper addresses the proliferation 

of new institutions and the “soft” law stan-

dards they produce, with particular emphasis 

on the implications of these developments on 

the functioning of civil society organizations 

and on civic space. It builds upon and supple-

ments the report of the Special Rapporteur on 

the promotion and protection of human rights 

and fundamental freedoms while countering 

terrorism, submitted to the 74th session of the 

General Assembly.1

Informal standard-setting in the  
counter-terrorism arena 

International law-making in the area of counter-terrorism 
has undergone a significant shift in the aftermath of the 
9/11 terrorist attacks. This shift in regulatory approach 
has been complemented by the increased role of non-UN 
processes and entities, as demonstrated by the establish-
ment of specialized institutions and fora with regulatory 
or quasi-regulatory functions, active in the area of count-
er-terrorism. With their regulatory scope and influence 
ever expanding, these entities have substantially altered 
the governance landscape of global security. 

In this context, soft law has become increasingly essential 
to the production of global norms and practice. It has 
played an important role in consolidating and developing 
international law, including international human rights 
law, by functioning as a ‘gap-filler’ in the absence of treaty 
agreement or customary international law consolidation 
and fleshing out existing norms by giving shape to the 
substance of obligations. 

However, the counter-terrorism soft law terrain exhibits  
a tendency to marginalize the obligations that follow 
international human rights norms. Norm production 
occurs in a number of settings where human rights entity 
presence and capacity is limited, constrained, or lacks 
adequate resourcing. This includes civil society actors, 
especially those active in issues relating to human rights. 

1  A/74/335.

Civil society and informal  
standard-setting at the regional and  
international levels

International human rights law recognizes the right to 
participate in public affairs, with the promotion of equal 
participation of all members of society in public affairs 
also being vital to the implementation of the Sustainable 
Development Goals. Participatory policy and law-mak-
ing promotes improved transparency, accountability, and 
legitimacy of decision-making, facilitates informed and 
inclusive processes and promotes the effectiveness and 
sustainability of laws and policies, including with respect 
to their implementation and enforcement.

Civil society in particular has a crucial role to play as an 
important vehicle for facilitating public involvement in 
decision-making processes. As such, trust-based collab-
orative partnerships with civil society are well placed to 
improve policy-making through enhanced identification 
of the policy needs of different groups and develop  
relevant solutions. 

It is imperative that States create a safe and enabling 
environment in law and in practice that allows civil 
society, broadly defined, to participate in public affairs at 
the domestic, but also at regional, and international levels. 
Regional and international law and policy-making has 
however frequently been described as suffering from a 
‘democratic deficit’, which commonly manifests in ways 
in which civil society actors are engaged in these spaces. 
This shortcoming is oftentimes even more conspicuous 
when it comes to informal intergovernmental fora with 
uncertain legal status, functioning based on flexible, and 
at times vague, ad hoc, or confidential rules of procedure. 

In parallel, the direct and indirect impact of the activi-
ties and standard-setting carried out by such formal and 
informal international entities on human rights in general 
and civil society actors in particular is significant. 

The close connection between the lack of incorpora-
tion of a meaningful human rights component in these 
settings and processes and the lack of participatory 
approaches to standard-setting needs highlighting. 
Consequently, human rights-lite spaces are characterized 
by exclusion or ad hoc, inconsistent, and unsatisfactory 
inclusion of civil society actors.
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Building on the Special Rapporteur’s report to the 74th 
session of the General Assembly, the briefing paper sets 
out practices related to standard-setting by informal bod-
ies active in the area of counter-terrorism and explores 
questions related to civil society participation in these 
contexts. The example of the Financial Action Task Force 
(FATF) is used to make relevant challenges and potential 
solutions more accessible. 

A closer look into the functioning of these standard- 
setting bodies reveals:

• A lack of detailed human rights benchmarking in 
relation to activities and standard-setting processes;

• Suggests that such informal entities show a tendency 
towards reduced transparency; 

• Demonstrates that the flexibility of their mandates, 
allied with the lack of formal rules of procedure and 
the ad hoc nature of the norm production process, 
reduces human rights protections and in practice 
excludes civil society;

• Shows that standard-setting and implementation 
processes are also conducted without due concern 
for ensuring the participation of those affected by 
relevant laws and policies; and

• Brings into view that access to such institutions has 
proven difficult and inconsistent for many human 
rights entities, including international human rights 
mechanisms as well as independent civil society. 

While the level of engagement with civil society and 
other human rights experts diverges across entities, it 
could, in general, use significant improvement. Relevant 
institutions and fora are therefore encouraged to take 
steps towards making their processes more participatory 
and be guided by international human rights norms and 
standards in this regard. 

To markedly improve matters, States must, in line with 
international human rights law: 

• Take measures aimed at facilitating civil society  
participation in such public interest processes;

• Ensure that the actors choosing to participate in 
regional and international processes are not subject  
to threats, intimidation, or acts of reprisal; and

• States supporting and financing counter-terrorism 
institutions and fora should develop policies and 
guidelines on facilitating civil society participation, 

to be made publicly available and disseminated to 
relevant stakeholders.

Difficulties in access can, among others, be led back to 
informal standard-setting bodies generally lacking formal 
accreditation mechanisms and clear rules governing civil 
society involvement. To tackle this shortcoming, relevant 
entities should:

• Establish civil society focal points; 

• Develop processes for granting observer, consultative 
or participatory status to civil society organizations 
or set up alternative permanent bases for reliable and 
meaningful cooperation; 

• Such status or other forms of cooperation should  
be based on clear, objective, transparent and non- 
discriminatory criteria and carried out in an accessi-
ble manner. Further, they should not be overly  
burdensome for civil society organizations who  
frequently grapple with shortages of monetary,  
human, and other resources; and

• Undertake regular and transparent public reporting 
on engagement with civil society actors, and have 
such engagement be subjected to independent  
external evaluation.

The expansion of informal standard-setting fora active in 
the counter-terrorism space has resulted in such entities 
shaping international, regional, and domestic processes 
within the global counter-terrorism architecture, includ-
ing by influencing binding law-making at different levels 
of governance. This has also come with critical direct and 
indirect consequences affecting civil society organizations, 
impacting the way in which their functioning is regulated 
in law and practice. It also leads to far-reaching negative 
implications on the human rights of civil society and 
those associated with them. As such, these processes have 
interlocked with the worldwide trend of restricting civil 
society space.

It is imperative that States create a  
safe and enabling environment in  
law and in practice that allows civil 
society, broadly defined, to participate  
in public affairs at the domestic, but also 
at regional, and international levels. 
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Soft law also risks further undermining binding human 
rights law standards. Mitigating potential negative implica-
tions requires strong commitment to the meaningful incor-
poration and mainstreaming of human rights norms and 
standards into all stages of relevant activities and processes. 
The counter-terrorism soft law terrain would benefit from 
making their processes more participatory. This includes 
seeking out international law expertise, with particular 
emphasis on international human rights law, international 
humanitarian law, and refugee law. There is clear added 
value to consulting with international human rights mech-
anisms and other relevant experts, including the mandate 
of the Special Rapporteur on the promotion and protection 
of human rights and fundamental freedoms while counter-
ing terrorism and other relevant special procedure mecha-
nisms,2 the Office of the High Commissioner for Human 
Rights, and regional human rights bodies. Furthermore, 
meaningful implementation of the right to participate in 
public affairs, including through the inclusion of civil  
society actors – in particular, organizations working on 
issues relating to human rights law, international humani-
tarian law, and refugee law in the activities and processes  
of counter-terrorism soft law standard-setting – would go a 
long way towards improving human rights mainstreaming 
in this space and further compliance with relevant branches 
of public international law.

I. INTRODUCTION: SOFT LAW  

AND INFORMAL STANDARD- 

SETTING IN THE AREA OF  

COUNTER-TERRORISM

The legal regulation of terrorism has posed significant 
challenges to the global legal order for many decades. 
States have responded at the domestic, regional, and 
international levels through multiple legal and political 
avenues. Conventionally, international law-making in 
the area of counter-terrorism was primarily carried out 
through multilateral processes resulting in treaty in-
struments mainly agreed under the aegis of the United 
Nations. These more traditional means and methods of 
terrorism and counter-terrorism related law-making have 
however undergone a significant shift in the aftermath of 
the terrorist attacks of 9/11, albeit such processes remain 
important to date. 

2  https://www.ohchr.org/EN/HRBodies/SP/Pages/Welcomepage.aspx

3  A/73/361. 

4  Such as Tech Against Terrorism, a public-private partnership initiated by CTED and ICT4Peace and referenced in United Nations Security Council resolutions 2395 and 2396 (https://www.techagainstterrorism.org); 

the Global Internet Forum to Counter Terrorism (https://gifct.org); or GCTF-inspired institutions (https://www.thegctf.org/About-us/Inspired_Institutions). 

5  Alejandro Rodiles, ‘The Design of UN Sanctions Through the Interplay with Informal Arrangements’, in Larissa J. van den Herik (ed.), Research Handbook on UN Sanctions and International Law (Edward Elgar 

Publishing, 2017), at 180. 

The Security Council, rejuvenated and increasingly active 
in the post-Cold War environment, became the leading 
organ to respond to the threat of terrorism at the interna-
tional level. While the Council’s contributions in this new 
role have significantly advanced the closing of legal and 
policy gaps in international counter-terrorism regulation, 
they also brought about distinctly negative effects on the 
overall advancement of meaningful protection for human 
rights within the counter-terrorism sphere. The implica-
tions of this augmented and ever-expanding regulatory 
role of the Security Council in counter-terrorism on 
the protection of human rights at the international and 
domestic level have been explored in detail by the United 
Nations Special Rapporteur on the promotion and pro-
tection of human rights and fundamental freedoms while 
countering terrorism (hereafter: Special Rapporteur) in 
her report to the 73rd session of the General Assembly.3

This shift in regulatory approach is complemented by the 
increased role of non-UN processes and entities, as demon-
strated by the establishment of specialized institutions and 
fora with regulatory or quasi-regulatory functions, active 
in the area of counter-terrorism. A large number of such 
institutions and fora have emerged in recent years; in fact, 
almost all relevant entities have either been created post-
9/11 or have taken up counter-terrorism related roles in 
the aftermath of the terrorist attacks on the World Trade 
Centre. Not unlike their numbers, their regulatory scope 
and influence has also been expanding.

In addition to the many state-centred initiatives, the 
landscape is augmented by public-private partnerships,4 
reflecting the increasingly crucial role of the private sector 
in the area of counter-terrorism and underscoring the 
priority character of meaningful intersectoral coopera-
tion in order to effectively tackle related threats. While 
few of these entities or initiatives have been set up with 
an explicit regulatory purpose in mind, their activities 
contribute to norm development in diverse and at times 
inconspicuous ways. The global counter-terrorism archi-
tecture enables coalitions of like-minded States as well as 
global multi-stakeholder networks, which are not formal-
ly legally constituted under international law and which 
operate on a stated voluntary basis to often entirely avoid 
the pathways of rule and obligation creation, particularly 
but not solely regarding human rights.5 As such, these 
initiatives have substantially altered the landscape of 
global counter-terrorism governance and their individual 
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and aggregated impact and influence warrants due  
attention by relevant stakeholders.

Building on the Special Rapporteur’s report to the 74th 
session of the General Assembly,6 this briefing paper 
addresses the proliferation of new institutions, many 
with selective membership, whose regulatory scope is 
increasing and expanding, and the use and application of 
soft law standards these entities produce, with particular 
emphasis on the implications of these developments on 
the functioning of civil society organizations and civic 
space, more broadly.7 Recognizing that large number of 
such entities have emerged in the past two decades, the 
briefing paper will present and analyse relevant issues  
primarily through the example of the Financial Action 
Task Force (FATF).

The notion of “soft law”

The notion of soft law and its scope remains controversial 
in international law. As a definitional departure point, the 
least contentious delineation is that soft law constitutes 
those international norms, principles, and procedures that 
are outside the formal sources enumerated in article 38(1) 
of the Statute of the International Court of Justice and, 
while lacking the requisite degree of normative content to 
create enforceable rights and obligations, are still able to 
produce certain legal effects.8  This briefing paper takes a 
broad approach to conceptualizing “soft law” standards by 
adopting a definition that encompasses non-legally-bind-
ing instruments and standards pertaining to preventing 
or countering terrorism and violent extremism, developed 
with the involvement of, or endorsed by, a formal or in-
formal grouping of States and/or international or regional 
organizations.

Soft law has been increasingly essential to the production 
of global norms and practice in many areas of interna-
tional law and policy, including counter-terrorism:

• It provides the benefits of speed, informality, less 
onerous procedural limitations, innovative modalities 
of engagement and analysis, and a variety of pathways 
to produce norms and standards in new and challeng-
ing global contexts; 

6  A/74/335. 

7  On the impact of measures aimed at preventing and countering terrorism and violent extremism on civil society actors and civic space, see the report of the Special Rapporteur to the 40th session of the Human Rights 

Council, A/HRC/40/52. 

8  Soft law includes General Assembly resolutions, declarations, guidelines, technical manuals, opinions from quasi-judicial bodies and certain publications from UN entities. 

9  Examples of this interaction include the UN Manual on the Effective Prevention and Investigation of Extra-Legal, Arbitrary and Summary Executions, also known as the Minnesota Protocol, and the Basic Principles 

on the Use of Force and Firearms by Law Enforcement Officials.
10  For a more detailed analysis see A/74/335, paras. 16-20.

• It is often produced by ‘like-minded’ groups of States 
with reasonable degrees of existing consensus on 
values, processes and outcomes;

• It has played an important role in consolidating and 
developing international law, including international 
human rights law; 

• It functions as a ‘gap-filler’ in the absence of treaty 
agreement or customary international law consolida-
tion and fleshes out existing norms by giving shape to 
the substance of obligations; and

• A number of soft law norms develop and augment 
binding standards and authoritatively interpret them.9 
Moreover, in developing areas of law, soft law stan-
dards are often the only norms available to guide, 
constrain and support regulatory action. 

The nature of norm production on issues related to count-
er-terrorism creates a particular set of pathways and has 
a specific soft law eco-system with a number of unique 
features: 

• First, the scale of norm proliferation (while difficult 
to absolutely quantify), is exceptionally dense and 
produced in a relatively short period of time, com-
pared with other regulatory arenas. The global count-
er-terrorism architecture can be described as one in 
which most entities can effectively shape an issue area 
regardless of their formal legal pedigree.10

• Second, the nomenclature of ‘soft’ law appears to un-
derstate the extent to which many of these normative 
guidelines, declarations, ‘good practice’, and technical 
rules function as distinctly hard in practice. 

• Third, unlike many areas of international law where 
soft law holds less enforcement traction, the insti-
tutional landscape for counter-terrorism is distinct. 
Many counter-terrorism soft law norms come with 
capacity-building, technical expertise and support on 
a scale not found in other legal domains precisely  
because there is a global architecture to aid their 
direct implementation. 

• Fourth, there is an important nexus between many of 
these normative soft law standards, which reinforce 
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and build upon one another. They operate relationally 
in many areas and their legal status is both indepen-
dent and interconnected. One observes cross-fertil-
ization, cross-referencing, message duplication and 
recurrent invocations of the same rules, formulated in 
processes that are non-transparent and not accessible 
to all States. Steady norm proliferation builds upon 
and reinforces rule development, thereby consolidat-
ing the regulatory landscape in ways that are not seen 
in other international law arenas. 

• Finally, in almost all of these arenas human rights  
and human rights entities are visibly side-lined or 
marginal to the norm production phase, as well as  
in oversight and implementation.

The Special Rapporteur underscored in her report to the 
74th session of the General Assembly that the relationship 
between various aspects of the soft law production terrain 
is under-mapped and not well-understood.11 This creates 
two opposing but intersectional trends. First, it results in 
fragmentation in international legal norms and standards 
governing counter-terrorism, which generates ineffec-
tiveness and confusion. This thereby also leads to limiting 
or disregarding the application of primary legal regimes 
including international human rights law, international 
humanitarian law and refugee law. Second, these devel-
opments also present the challenge of over-production of 
standards with a concentration and exponential growth in 
one area of law with limited reference to and meaningful 
interaction with other relevant bodies of law. Without 
commensurate and equal processes aimed at reinforce-
ment, development, and clarification happening in other 
areas (specifically international human rights norms and 
standards), the balance needed for internal consistency 
between legal regimes is lacking.

11  Ibid., paras. 8-22.

12  International Covenant on Civil and Political Rights, art. 25. 

13  See Human Rights Committee, general comment No. 25 (1996) on participation in public affairs and the right to vote, para. 1. 

14  Ibid., para. 5. 

15  See, for example, relevant targets under Goal 5 (Achieve gender equality and empower all women and girls), Goal 10 (Reduce inequality within and among countries), etc. For more information, see Transforming 
our world: the 2030 Agenda for Sustainable Development, A/RES/70/1. The realization of SDGs is impossible without meaningful participation of all relevant stakeholders at all levels, including making use of “the 
catalyzing potential of greater civil society engagement”. See, for example, Together 2030. Realizing the SDGs for all: Ensuring inclusiveness and equality for every person, everywhere (UN, 2019). 

II. ROLE OF CIVIL SOCIETY IN 

REGIONAL AND INTERNATIONAL  

STANDARD-SETTING 

While decision-making in public matters primarily falls 
within the duties and responsibilities of public authori-
ties, international human rights law recognizes the right 
to participation in public affairs12, described by the UN 
Human Rights Committee as a right that “lies at the core 
of democratic government based on the consent of the 
people and in conformity with the principles of the  
[International] Covenant [of Civil and Political 
Rights]”.13 Public affairs is understood broadly to encom-
pass the “exercise of political power, in particular the exer-
cise of legislative, executive and administrative powers”14, 
covering all aspects of public administration. As set out 
below, participation in public affairs is also clearly rele-
vant to the global and regional regulation of preventing 
and countering terrorism and violent extremism.

The need for the promotion of equal participation of all 
members of society in public affairs is further essential 
for the implementation of the Sustainable Development 
Goals (SDGs). Inclusive processes ensuring the involve-
ment of all relevant stakeholders are vital to the spirit 
and purpose of the SDGs,15 particularly in relation to the 
furthering of Goal 16. The targets under Goal 16 of the 
Agenda for Sustainable Development highlight, among 

Without commensurate and equal 
processes aimed at reinforcement,  
development, and clarification  
happening in other areas (specifically 
international human rights norms 
and standards), the balance needed 
for internal consistency between legal 
regimes is lacking.
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others, the need to “ensure responsive, inclusive, partici-
patory and representative decision-making at all levels”.16 
Means and modalities for public participation are varied 
and may include:

• public sharing of information;

• online and offline consultation and dialogue; and

• co-operation in the drafting, monitoring and evalua-
tion of laws and policies.17 

The tools for facilitating participation comprise:

• setting up dedicated websites; 

• organizing hearings, both in public or confidential 
settings; and

• establishing multi-stakeholder committees and expert 
groups. 

Chosen means, modalities, and tools are context-depen-
dent but should enjoy the support of relevant stakehold-
ers and cover all stages of the processes in question. 

Benefits of participatory policy and law-making include, 
among others:

• Participatory policy and law-making promotes  
improved transparency, accountability, and legitimacy 
of decision-making; 

• Participation facilitates informed and inclusive pro-
cesses that contribute towards eliminating marginal-
ization and discrimination; and

• Regular and continuous engagement with all relevant 
stakeholders ensures ownership in relation to relevant 
public policies by diverse segments of the public. This 
in turn promotes the effectiveness and sustainability 
of laws and policies, including with respect to their 
implementation and enforcement. 

At the same time, as human rights actors, such as the 
Office of the United Nations High Commissioner,  
have consistently articulated, meaningful participation 
“requires a long-term commitment by public authorities, 
together with their genuine political will, an emphasis on 
agency and a shift in mindset regarding the way of doing 

16  See Target 16.7. Moreover, a series of other targets under Goal 16 stress the importance of developing effective, accountable and transparent institutions at all levels (16.6) and ensuring public access to information 
and protect fundamental freedoms, in accordance with national legislation and international agreements (16.10). 

17  See also OHCHR, Guidelines on the effective implementation on the right to participate in public affairs, para. 53. 

18  Ibid., para. 8.    

19  UNDP, Journey to Extremism in Africa: Drivers, Incentives and the Tipping Point for Recruitment (2017). 

20  UN, Global Counter-Terrorism Strategy, A/RES/60/288, Annex, Pillar I: Addressing the conditions conducive to the threat of terrorism.

21  UN Secretary-General’s Plan of Action to prevent violent extremism, A/70/674.

things.”18  These insights to the meaning of participation 
in public affairs are fully relevant to the counter-terrorism 
regulatory arena.

Civil society is essential to effective and rule of law  
compliant counter-terrorism policy and practice:

• Civil society has a crucial role to play in safeguarding 
democratic institutions and processes and ensuring 
good governance through respect for the rule of law. 

• Civil society frequently serve as spokespeople for 
vulnerable and marginalized groups who are under-
represented in political power structures and may face 
discrimination or suffer from unequal or oppressive 
power dynamics. 

• Civil society in many contexts is predominantly 
female in its make-up and therefore engaging civil 
society constitutes an indispensable means to gen-
der mainstreaming in counter-terrorism policy and 
practice.

• Civil society is essential to channelling discontent and 
allowing for constructive engagement with States.19 

• Civil society engagement is further instrumental to 
directly undermining the factors leading individu-
als to be drawn to terrorism and violent extremism, 
as identified by the UN Global Counter-Terrorism 
Strategy,20 and in the Secretary General’s Plan of 
Action to prevent violent extremism.21 

• Civil society often plays an intermediary role between 
authorities and their constituents through its credi-
bility and access to remote communities, and through 
speaking directly to the sources of grievances iden-
tified as factors conducive to terrorist and extremist 
violence. 

• Civil society can also help fill a government gap by 
developing locally-driven initiatives that respond to 
community-specific needs because of its invaluable 
knowledge of local drivers and trends.

As such, civil society actors are an important vehicle for 
facilitating public involvement in decision-making pro-
cesses. Trust-based collaborative partnerships with civil 



HUMAN RIGHTS CENTER  UNIVERSITY OF MINNESOTA LAW SCHOOL  9

society are well-placed to improve policy-making through 
enhanced identification of needs of different groups and 
corresponding policy and practice gaps as well as relevant 
solutions. 

It is imperative that the vital role of civil society in 
relation to public interest processes, specifically regu-
latory processes relating to preventing and countering 
terrorism and violent extremism, is recognized by States. 
States must create a safe and enabling environment in 
law and in practice that allows civil society to participate 
in public affairs at the domestic,  but also at regional and 
international levels.22 This includes protection of civil 
society actors from all threats, attacks, reprisals, and acts 
of intimidation against them or their next of kin and 
associates,23 including threats coming from third parties, 
such as non-State actors. 

States must ensure that the right to participation in 
public affairs is duly reflected in domestic legislation and 
is meaningfully implemented and facilitated by public 
authorities. Critically, we note that the right to participate 
in public affairs is inherently linked to a series of inter-
nationally guaranteed human rights, including freedom 
of expression and the right to access to information, the 
rights to freedom of assembly and association, the right 
to be free of discrimination, and the right to equal access 
to public services. Meaningful implementation of equal 
participation in public interest processes requires a  
comprehensive approach that takes into account the  
interdependence and indivisibility of all human rights. 

Importantly, the right to take part in the conduct of pub-
lic affairs extends beyond local and domestic institutions 

and processes to also include standard-setting process-

es and fora at the international and regional levels.24 
Regional and international law and policy-making has 
frequently been described as suffering from a ‘democratic 
deficit’,25 among others due to the insufficiently compre-
hensive inclusion of citizens and constituencies in deci-
sion-making processes. This shortcoming also commonly 
manifests in ways in which civil society actors are en-
gaged in these spaces.26 The ‘democratic deficit’ has been 
intensely evident in the counter-terrorism arena post 9/11 

22  This also means that “the independence and pluralism of such actors should be respected, protected and supported, and States should not impose undue restrictions on their ability to access funding from domestic, 
foreign or international sources.” See OHCHR, Guidelines on the effective implementation on the right to participate in public affairs, para. 19(e).

23  Ibid., para. 19(g); see also Report of the Secretary-General on Cooperation with the United Nations, its representatives and mechanisms in the field of human rights, A/HRC/42/30.  

24  Human Rights Committee, general comment No. 25 (1996) on participation in public affairs and the right to vote, para. 5. See also SDG 16: Promote peaceful and inclusive societies for sustainable development, provide 
access to justice for all and build effective, accountable and inclusive institutions at all levels.

25  See, for example, Raz, Joseph, ‘The Democratic Deficit’, Oxford Legal Studies Research Paper No. 63/2017 (January 14, 2018); Andrew Moravcsik, ‘Is there a ‘Democratic Deficit’ in World Politics? A Framework for 
Analysis’, Government and Opposition, 2004, 39(2), at 336-363.

26  OHCHR, Guidelines on the effective implementation on the right to participate in public affairs, para. 95.

27  FATF, International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation: The FATF Recommendations (Paris, 2019). See also infra at Section III. A and V.A. 

28  A/HRC/40/52.  

29  Christopher C. Joyner, International Law in the 21st Century: Rules for Global Governance (Rowman & Littlefield Publishers, 2005).  

and is oftentimes even more conspicuous when it comes 
to informal intergovernmental fora with uncertain legal 
status, functioning based on flexible, and at times vague, 
ad hoc, or confidential rules of procedure. This is an acute 
concern in the counter-terrorism context given the prolif-
eration of such intergovernmental fora. 

However, the direct and indirect impact of the activities 
and standard-setting carried out by these formal and 
informal international institutions and fora on human 
rights in general and civil society actors in particular is 
significant. The implications affecting civil society organi-
zations and individuals affiliated with them are manifold, 
with this briefing paper exploring two such ramifications 
in detail: 

• First, certain standards developed by these fora di-
rectly impact the functioning of civil society orga-
nizations. The most manifest example in this regard 
is Recommendation 8, developed by the Financial 
Action Task Force, addressing the abuse of not- 
for-profit organizations (NPOs) for terrorism  
financing purposes.27 

• Second, the far-reaching implications of count-
er-terrorism measures on civil society, including the 
frequent abuse of such laws and policies to target civil 
society and restrict civic space is well established.28 
The activities of entities engaged in counter-terrorism 
related standard-setting thereby indirectly affect civil 
society actors through the influence these standards 
may effect on domestic laws, policies, and practices. 

Transparent and participatory governance in relation to 
global counter-terrorism regulation is an essential pre-
condition to the rule of law and the protection of human 
rights.29 As such, ensuring effective participation in public 
affairs including with respect to civil society actors should 
be a vital component of regional and international pro-
cesses, including as regards [informal] intergovernmen-
tal institutions and fora active in the area of preventing 
and countering terrorism and violent extremism. In the 
following, we turn to outlining the main trends, practices 
and gaps vis-à-vis civil society participation in the activi-
ties and processes of these entities. 
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III. TRENDS AND PRACTICES 

REGARDING THE INVOLVEMENT 

OF CIVIL SOCIETY IN STANDARD-

SETTING BY NEW COUNTER-

TERRORISM INSTITUTIONS  

AND FORA 

There is a spider’s web of soft law standards coming from 
institutions and fora active in the area of counter-terror-
ism. These bodies were mostly established or have taken 
up counter-terrorism work within the past two decades. 
As set out earlier, the establishment of entities with 
global or regional scope, many of uncertain legal status 
and selective membership, created with limited reference 
to human rights in their constitutive documents means 
that structured, consistent, and well-defined human rights 
input is lacking in these settings. 

In this context, the close connection and interaction be-
tween the lack of the incorporation of a meaningful human 
rights component in these settings and processes and the 
lack of participatory approaches to standard-setting is 
worth highlighting. As a result, human rights-lite spaces 

are also characterized by exclusion or ad hoc, inconsistent, 

and unsatisfactory inclusion of civil society actors. For this 
reason, this section will analyse the approach to human 
rights mainstreaming and participatory decision-making 
together, by way of a more detailed look into the practices 
of the Financial Action Task Force. 

A. Financial Action Task Force

The Financial Action Task Force (FATF) was founded in 
1989, at the initiative of the G7, with the aim to develop 
standards and policies to combat money laundering. The 
FATF’s mandate was broadened to encompass terrorist 
financing in the aftermath of the 9/11 attacks. Its man-
date30 designates the FATF as “the global standard-setter 
for combatting money laundering, terrorist financing and 
the financing of proliferation of weapons of mass de-
struction”, working towards “strengthening jurisdictions’ 

30  FATF, ‘Mandate’, (Washington, DC, April 19, 2019) 

31  FATF, International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation: The FATF Recommendations (Paris, 2019). 

32  Most importantly the Interpretive Notes, providing an official interpretation of the scope and requirements contained in the Recommendations.
33  The FATF mandate explicitly states that it is “not intended to create any legal rights or obligations”.

34  FATF, ‘Membership Policy’ available at http://www.fatf-gafi.org/about/membersandobservers/fatfmembershippolicy.html. 
35  These mechanisms could, in principle, request observer status in line with FATF rules governing such status. We are not aware of any human rights mechanisms having done so. At the same time, due to many 

human rights bodies struggling with lack of adequate funding that would allow them to carry out their roles unhindered, these bodies may lack the resources needed to take up the additional workload linked to 

being an observer to the FATF. 

36  These bodies include: Asia/Pacific Group on Money Laundering (APG), Caribbean Financial Action Task Force (CFATF), Council of Europe Select Committee of Experts on the Evaluation of Anti-Money Laun-

dering Measures (MONEYVAL), Eastern and Southern Africa Anti-Money Laundering Group (ESAAMLG), Eurasian Group (EAG), Financial Action Task Force of Latin America (GAFILAT), Inter-Governmen-

tal Action Group against Money Laundering in West Africa (GIABA), Middle East and North Africa Financial Action Task Force (MENAFATF), Task Force on Money Laundering in Central Africa (GABAC). 

These regional bodies, together with the FATF, constitute the Global Network. 

capacity to prosecute terrorist financing; developing the 
understanding of the nature of terrorist financing (TF) 
risk; and supporting the development of countering the 
financing of terrorism (CFT) regimes and enhancing 
dialogue in higher-risk regions.” 

In this role, the FATF has developed a set of recommen-
dations31 forming the basis of a coordinated response to 
the threat posed by money laundering, the financing of 
terrorism, and weapons of mass destruction. It promotes 
and monitors the implementation of these standards 
by developing guidance documents to inform domestic 
measures aimed at transposing the recommendations32 
and by conducting periodic peer review to assess relevant 
progress at the country level. Though the recommenda-
tions and related guidance material are not legally bind-
ing,33 States strive towards compliance due to the benefits 
linked to membership and the financial and economic 
disadvantages that non-compliance may trigger. 

The Task Force currently counts 39 members, including 
37 jurisdictions comprising the world’s largest econo-
mies34 as well as the European Commission and the Gulf 
Cooperation Council. A further 30 countries and organi-
zations have been accorded observer status, including the 
International Monetary Fund, the World Bank, Organi-
sation for Economic Co-operation and Development and 
United Nations entities such as United Nations Office 
on Drugs and Crime (UNODC), the Counter-Terrorism 
Committee Executive Directorate (CTED) and the Ana-
lytical Support and Sanctions Monitoring Team pursuant 
to resolutions 1526 (2004) and 2253 (2015). The FATF 
is at the centre of a very complex ecosystem compris-
ing entities from most major international and regional 
organizations whose mandate and activities intersect with 
that of the FATF. Currently, the list of observers does 
not include any United Nations or regional human rights 
mechanisms.35 

Inspired by the FATF, nine FATF-style regional bodies 
(FSRBs) have been established and recognized by the 
FATF Plenary.36 These regional bodies, together with 
the FATF, constitute the Global Network and encom-
pass over 190 member jurisdictions. FSRBs are associate 
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members of the FATF and commit to endorsing FATF 
recommendations, guidance and other policy and pro-
moting the “effective implementation” of these standards 
in their member jurisdictions through the use of the 
FATF assessment methodology and procedures, includ-
ing mutual evaluations.37 While FSRBs need to be recog-
nized by the FATF as such, there is no formal hierarchy 
between the FATF and relevant regional bodies.38 FSRBs 
are freestanding entities who operate in accordance with 
their own mandate and set up their own structure and 
rules for functioning.39 This also results in separate and 
often diverging approaches in relation to integrating 
human rights norms and standards into their operation 
and establishing cooperation or consultation mechanisms 
with other stakeholders, including UN and regional 
human rights mechanisms and civil society (or the lack 
thereof ). While FSRBs, as associate members, ‘partic-
ipate’ in the development of FATF standards (without 
decision-making/ voting powers), the FATF is recognized 
as “the only standard-setting body and the guardian and 
arbiter of the application of its standard”.40 The FATF 
plays an important role in ensuring consistency in the 
interpretation and application of its recommendations. 
However, the lack of a formal organizational hierarchy 
governing the relationship between FSRBs, on the one 
hand, and the FATF, on the other,41 poses challenges to 
achieving such consistency in practice. 

A.1. The FATF’s standard-setting work and 
relevant implications on human rights

The FATF’s mandate contains no references to interna-
tional law, international human rights law, or internation-
al humanitarian law. However, laws and policies related 
to the standards established by the FATF address issues 
such as criminalizing and prosecuting terrorist financing, 
targeted financial sanctions, tackling the risk of abuse of 
the not-for-profit sector for terrorist financing purposes, 
and thus engage human rights at multiple levels. Their 
impact is all the more significant as States generally adopt 
domestic laws and policies that enable them to imple-
ment FATF standards, thereby leading to the ‘hardening’ 

37  FATF, ‘Mandate’, para. 12. 

38  FATF, High-Level Principles for the relationship between the FATF and the FATF-style regional bodies, (updated February 2019).

39  While most FSRBs function as inter-governmental task forces without legal personality, similarly to the FATF, some FSRBs have legal personality. For example, MONEYVAL is a permanent body of the Council 

of Europe and the Eurasian Group has been established as a ‘regional intergovernmental organization’.

40  FATF, High-Level Principles for the relationship between the FATF and the FATF-style regional bodies, (updated February 2019).

41  Ibid. 

42  Interpretive notes are designed to clarify the application of specific Recommendations and to provide additional guidance. The Recommendations, together with the Interpretive Notes as well as the FATF Glossary, 
comprise the FATF Standards. 

43  See ‘Interpretive note to recommendation 6’, in FATF International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation: The FATF Recommendations, at 41.

44  See ‘Interpretive note to recommendation 7’, in FATF, International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation: The FATF Recommendations, at 51. 

of these otherwise soft law standards at the national 
level with profound effects on human rights protections 
domestically. 

Explicit references to obligations under the Charter and 
international human rights law have been introduced in 
the Interpretive Notes to FATF Recommendations,42 
albeit relevant references are limited. While the Interpre-
tive Notes recognize that “[i]n determining the limits of, 
or fostering widespread support for, an effective count-
er-terrorist financing regime, countries must also respect 
human rights, respect the rule of law, and recognize the 
rights of innocent third parties”43 and highlight that 
human rights are to play a part in designation processes,44 
they do not elucidate how these standards are to be 
effectively complied with by implementing jurisdictions 
or how compliance is to be assessed by peer-review based 
evaluation. Moreover, these references only relate to 
limited aspects of certain recommendations as opposed to 
attempting the mainstreaming of human rights consider-
ations throughout the mutual evaluation process. 

There is therefore a distinct need for human rights 
benchmarking and guidance of similar levels of  
specificity and comprehensiveness as recommendations 
addressing financial measures to facilitate human  
rights compliant implementation. 

FATF member jurisdictions are bound by their relevant 
international law obligations, specifically international 
human rights and humanitarian law, including during 
participation in FATF standard-setting processes and 
assessment proceedings as well as when transposing 
relevant standards domestically. Hence, the lack of human 
rights and international humanitarian law as reference 
points in the FATF mandate presents a significant short-
coming with far-reaching implications on human rights 
protection in the area of counter-terrorism financing at 
the global, regional, and domestic level and may lead to 
the de facto undermining of binding international law 
norms through soft law. 

In addition to member jurisdictions of the FATF, mem-
ber jurisdictions of FATF-style regional bodies have also 
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committed to implementing the standards developed by 
the FATF, effectively rendering these standards global. 
Furthermore, while the standards are not legally binding 
and can therefore be characterized as ‘soft’ law, consequenc-
es of non-compliance can be onerous and may negatively 
impact, among others, the respective country’s access to 
financial markets, trade, and investment. Given the weight 
of financial and economic power underpinning the (tech-
nically) legally non-binding set of standards, following the 
direction set by the FATF is not merely optional for States 
with lower levels of financial and economic development.45  
This puts considerable pressure on jurisdictions to ensure 
compliance and may incentivize a de-prioritization of 
human rights considerations.

The resulting ‘human rights-lite’ approach risks under-
mining the efficiency of counter-terrorism measures. 
Human rights compliance serves as a precondition for 
efficient counter-terrorism laws and policies. For example, 
overbroad definitions of terrorism and terrorism-related 
offences, including that of terrorist financing, can lead to 
relevant laws targeting conduct protected under interna-
tional human rights law or, at least, not terrorist in nature, 
and thereby to the misapplication of law and of resources. 
Furthermore, violations of human rights have been shown 
to contribute to conditions conducive to radicalization 
to violence and terrorism, thereby boosting the risk of 
terrorism rather than countering it.46 

As the “first global standard-setter” to assess “not only 
whether countries have the necessary legal and insti-
tutional frameworks in place but also how effectively 
countries are implementing these frameworks”,47 the 
FATF must meaningfully incorporate human rights 
considerations in its standard-setting and evaluation. 

A.2. Inclusiveness and transparency of FATF 
standard-setting and related processes: the 
role of civil society and the non-profit sector 

The FATF functions as the global standard-setter in the 
area of counter-terrorism financing and money launder-
ing with decision-making powers assigned to its mem-
bers. While associate members (FSRBs) and observers are 
involved in relevant processes, they have limited leeway to 

45  Keeping in mind that these standards are developed by a limited number of jurisdictions representing the world’s largest economies, concerns related to State sovereignty and the legitimacy of relevant regulatory 

processes are inevitably raised.

46  See UN Secretary-General’s Plan of Action to prevent violent extremism, A/70/674; UNDP, Journey to Extremism in Africa: Drivers, Incentives and the Tipping Point for Recruitment (2017). 

47  FATF, ‘Mandate’.

48  FATF, ‘Policy on Observers’ available at http://www.fatf-gafi.org/about/membersandobservers/fatfpolicyonobservers.html. 
49  FATF, ‘Mandate’, Objectives, Functions and Tasks, para. 3.i).

50  http://fatfplatform.org. 

51  Submission by the Global NPO Coalition on FATF in contribution to the report of the Special Rapporteur to be submitted to the 74th session of the General Assembly, available at: https://www.ohchr.org/EN/Issues/

Terrorism/Pages/SoftLaw.aspx.

influence standards that many of them eventually have to 
implement. 

According to FATF rules, observer status can be granted 
to organizations that are “inter-governmental and inter-
national/regional in nature” and do not work “according 
to private sector mechanisms”.48 This policy excludes the 
non-profit sector in general and civil society organiza-
tions in particular from becoming observers. 

Private Sector Consultative Forum

At the same time, the FATF’s mandate lists 

“[e]ngaging and consulting with the private 

sector and civil society on matters related 

to the overall work of the FATF” among the 

functions of the Task Force and states that 

such engagement should be conducted 

“through the annual consultative forum and 

other methods for maintaining regular con-

tact to foster transparency and dialogue.”49 

As a result, the Private Sector Consulta-

tive Forum was set up to provide a yearly 

platform for the FATF to engage directly 

with the private sector. Since 2016, the 

Global NPO Coalition on FATF50 has been 

permitted to nominate four organizations 

to participate in the Forum ensuring some 

human rights/humanitarian presence in 

the room. In addition, the FATF committed 

to enhance engagement with non-profit 

organizations by holding annual meetings 

on specific issues of common interest and 

organizing ad hoc exchanges on technical 

matters.51 While these developments repre-

sent a step in the right direction, much of 

the FATF’s engagement with civil society is 

conducted on an ad hoc basis. This setting 

provides for considerable flexibility for the 

FATF but also means that civil society have 

no formalized expectations of participation. 
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Recalling the significant impact FATF processes have  
on human rights protection, it is imperative that  
standard-setting and implementation processes are  
conducted transparently by ensuring the participation  
of those affected by relevant laws and policies. 

FATF member jurisdictions have an obligation to orga-
nize inclusive consultations at the national level in line 
with their domestic processes and with due consideration 
of their international human rights obligations. 

FATF standards have been referenced and endorsed in 
documents produced by UN entities and organs, most 
recently - and prominently - by the Security Council.52 
Such endorsement should motivate the FATF to step up 
measures towards ensuring that its standards are designed 
and implemented in compliance with norms and standards 
adopted under the aegis of the UN, including interna-
tional human rights law and with full respect for the right 
to participate in public affairs. Having UN-endorsed soft 
law standards fall short of these recognized binding norms 
would send a dangerous message that risks undermining 
globally recognized human rights norms. 

UN entities should only endorse or adopt soft law stan-
dards, including those developed by the FATF, when 
they are fully compliant with international human 
rights law. Such compliance would also require that 
standards be developed through inclusive and participa-
tory processes which demonstrate full respect for the right 
to participate in public affairs.

UN entities must develop concrete protocols and practices 
to review the compatibility of adopted soft law standards 
with international law, including international human 
rights law, international humanitarian law, and ref-
ugee law. They must further develop detailed guidance 
on the implementation of such standards in line with 
said international law norms, in particular when such 
guidance would serve as gap-filler. 

52  S/RES/2462 (2019), S/RES/2482 (2019). 

IV. OVERARCHING CHALLENGES 

OF MAKING PROCESSES 

PARTICIPATORY IN THE COUNTER-

TERRORISM-RELATED SOFT LAW 

ARENA 

As outlined above, informal entities in general tend to be 
less transparent than international organizations: 

• They often lack formal rules of procedure;

• They are highly flexible in the definition and adapta-
tion of their mandates over time; and

• Precisely due to their informality, can more easily 
evade issues of responsibility. 

Informal coalitions, networks and entities consisting of 
selective groups of like-minded actors abound in the 
counter-terrorism arena, and the selectivity is precisely 
part of their creation rationale and design. Access to these 
institutions has proven difficult and inconsistent for many 
human rights actors, including UN human rights mech-
anisms, such as the Special Rapporteur, with civil society 
registering similar concerns. These difficulties can, among 
others, be led back to such bodies lacking formal accredi-
tation mechanisms.

The norm production process undertaken by such bodies 
tends to be ad hoc, not publicly announced in advance, and 
in some cases moves so swiftly that the capacity for external 
human rights experts to mobilize input will be virtually nil.

Not infrequently, UN human rights entities and civil 
society organizations will be brought in ‘late in the game’ 
to give views on almost fully finalized products. At this 
stage, if their views are critical of the lack of human 
rights substance or their advice is to bolster human rights 
content, they will be viewed as unhelpful, out of sync 
with the thinking of States, and unconstructive to the 
process. This, of course, sets human rights interventions 
up for failure or irrelevance. To boot, there are a host of 
State-established and quasi-independent think-tanks 
and outsource arenas busily producing a range of advice, 
standards, and inputs (often at the behest of or funded 
by States) to the counter-terrorism arena. There is lit-
tle transparency to the funding, terms of reference, and 
relationship of these entities to State interests, creating 
circular and rapid production cycles for soft law that 
inadequately address the formal human rights obligations 
of States in norm-production. 
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The Global Counter-Terrorism Forum (GCTF)

The GCTF is an “informal, action-oriented and flexible” intergovernmental platform for policy-

makers and selected practitioners. Its aims include supporting the “balanced implementation of 

the Global Counter-Terrorism Strategy and the United Nations counter-terrorism framework more 

broadly” and developing a “close and mutually reinforcing relationship with the United Nations 

system”. As a result, GCTF good practice documents have influenced the outputs of United Na-

tions organs and entities. 

The GCTF’s principles recognize the need for all counter-terrorism measures to be “fully consis-

tent with international law, in particular the Charter of the United Nations, as well as international 

human rights, refugee and humanitarian law”. However, if measured solely on detailed and sus-

tained human rights benchmarking, GCTF outputs contain little external evidence of systematic 

integration of human rights norms and standards in the Forum’s activities. 

The GCTF Political declaration states that Forum members are “cognizant of the importance of 

engaging and involving civil society and local communities […] as they are critical to building 

individual and community resilience against violent extremism while simultaneously enhancing 

trust and strengthening social cohesion”. At the same time, independent civil society has limited 

access to the GCTF and little knowledge of its inner workings. In accordance with the GCTF’s 

Terms of Reference, “appropriate civil society experts, that demonstrate support for the GCTF’s 

founding principles and objectives […] are eligible, in principle, to participate in appropriate 

meetings.” It is at the discretion of the host or co-hosts of a GCTF activity to identify “appropri-

ate” civil society experts to be included and their participation must garner the approval (or at 

least non-objection) of other members involved. Civil society organizations that have sought to 

acquire such access have, however, not been consistently welcomed. Some have reported hostil-

ity to human rights language and issues, in particular when brought in late in the day to incorpo-

rate into draft documents or in the context of the surrounding conversations that appear to be 

weak in terms of human rights content. 

For a more detailed analysis, see the report of the Special Rapporteur to the 74th session of the General 
Assembly, A/74/335, paras. 47-54 and para. 55 (r)-(s).

The level of engagement with civil society and other 
human rights experts diverges across entities but could, in 
general, use improvement. Some encouraging signs have 
been noticeable on part of entities such as the Global 
Internet Forum to Counter Terrorism53 and Tech Against 
Terrorism54, both currently in the process of reforming 
their governance structure. While civil society and human 
rights experts have largely been absent from these gov-
ernance structures, proposed updated structures include 
advisory boards with substantial civil society presence. 
Both entities have also conducted civil society and other 
stakeholder consultation in relation to the structural 
reform they are undergoing. As both processes are work 
in progress, it remains to be seen whether the promise of 
meaningful civil society inclusion will materialize. 

53  https://gifct.org 

54  https://www.techagainstterrorism.org 

55  Requested by the Human Rights Council in resolution 33/22 (A/HRC/RES/33/22) and presented to the Council during its 39th session (A/HRC/39/28). Human Rights Council resolution 39/11 (A/HRC/39/11) “took 
note with interest” of the Guidelines and presented them as a set of orientations for States and other stakeholders.

It bears restating that the right to take part in the con-

duct of public affairs extends beyond local and domes-

tic institutions and processes, also to standard-setting 

processes and fora at the international and regional 

levels. This is particularly valid in relation to State-led 
initiatives in the global counter-terrorism space. Relevant 
institutions and fora are therefore encouraged to take 
steps towards making their processes more participatory 
and be guided by international human rights standards as 
authoritatively interpreted by international human rights 
mechanisms, including the Human Rights Committee, 
and the OHCHR Guidelines on the effective implemen-
tation on the right to participate in public affairs.55 
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In this respect, the following recommendations are 
highlighted with the aim of guiding entities involved in 
counter-terrorism related informal standard-setting. 

• In line with international human rights norms and 
standards, States must take measures aimed at facil-
itating civil society participation in such processes 
and ensure that the actors choosing to participate in 
regional and international processes are not subject  
to threats, intimidation, or acts of reprisal.56 

• Counter-terrorism institutions and fora should 
develop policies and guidelines on facilitating civil 
society participation, which should be made publicly 
available and disseminated to relevant stakeholders. 
These policies and guidelines should address means 
and modalities to be used with the aim of ensuring 
civil society engagement. Such means and modalities 
could include the granting of observer, consultative, 
or participatory status to civil society organizations; 
organizing of consultation processes, to be undertak-
en with the meaningful engagement of civil society; 
webcasting of events, etc.57 Involvement of civil 
society includes granting access to relevant infor-
mation58 and the possibility for these actors to make 
their views known and have it disseminated among 
participants involved in the process. 

• Good practice for relevant entities would include 
establishing robust civil society focal points and de-
veloping processes for granting observer, consultative, 
or participatory status to civil society organizations, 
or setting up alternative permanent bases for reliable 
and meaningful cooperation. These should be based 
on clear, objective, transparent, and non-discrimina-
tory criteria, carried out in an accessible manner. Fur-
ther, they should not be overly burdensome for civil 
society organizations who frequently grapple with 
shortages of monetary, human, and other resources. 

• Standard-setting entities are further encouraged to 
undertake regular and transparent public reporting on 
engagement with civil society actors, and have such 
engagement be subjected to independent external 
evaluation.

56  OHCHR, Guidelines on the effective implementation on the right to participate in public affairs, para. 96.

57  Ibid., para. 98. 

58  Such information would include documents relating to standard-setting processes, including background documents, draft soft law instruments, etc. 

59  Recommendation 8, as initially adopted, asserted that the NPO sector was “particularly vulnerable” to abuse by terrorist actors, despite the lack of evidentiary foundation to back such sweeping assumption. 

Therefore, the Interpretive Note to Recommendation 8 has, in its earlier form, stated that it had been “demonstrated that terrorists and terrorist organizations exploit the NPO sector to raise and move funds, provide 

logistical support, encourage terrorist recruitment, or otherwise support terrorist organizations and terrorist activity.” Conversely, see e.g. Emile van der Does de Willebois, ‘World Bank Working Paper no. 208, 

Nonprofit Organizations and the Combatting of Terrorism Financing. A proportionate response’ (2010). See also, FATF, ‘Risk of Terrorist Abuse in Non-Profit Organizations’ (2014).
60  A/70/371, para 24.

61  Lauren Mooney, ‘Counter-Terrorism Measures and Civil Society: Changing the will, finding the way’, CSIS, (March 2018), at 5.

V. THE IMPACT OF SOFT LAW AND 

INFORMAL STANDARD-SETTING 

ON CIVIL SOCIETY ACTORS AND 

CIVIC SPACE

The effects of the activities and soft-law-related stan-
dard-setting carried out by formal and informal inter-
national institutions and fora on the promotion and 
protection of human rights in general and on civil society 
actors in particular is significant. In the following, we will 
address some critical consequences affecting civil society 
organizations and individuals affiliated with them, fo-
cusing on 1) the direct impact such standard-setting has 
on the functioning of civil society organizations and how 
their functioning is regulated at the national level; and 
2) the far-reaching negative human rights consequences 
of counter-terrorism measures and how these affect civil 
society, particularly in contexts where such norms and 
standards are developed and implemented without due 
consideration for the right to take part in public affairs. 

A. Impact of soft law and informal 
standard-setting on the functioning  
of CSOs

Many jurisdictions have decided to regulate the func-
tioning of and impose certain obligations on civil society 
organizations and the non-profit sector, more generally, 
as a counter-terrorism measure aiming at preventing or 
curbing the misuse of non-profit organizations by ter-
rorist groups or individuals, in particular in relation to 
terrorist financing. The source of such binding domestic 
regulation, in many States, can be led back to Recom-
mendation 8 of the Financial Action Task Force. As such, 
Recommendation 8 has served as the textbook example 
for ways in which soft law standards, which are developed 
in closed settings by a small number of States and lack 
an adequate evidentiary basis,59 may turn into binding 
standards at the domestic level and have implications on 
the functioning of civil society organizations worldwide. 
Concerningly, the FATF has also “proved to be a useful 
tool for a number of States as a means of reducing civil 
society space and suppressing political opposition”60 and 
has caused “incalculable damage to civil society.”61
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Recommendation 8 aims at ensuring that non-profit  
organizations62 are not exploited by terrorist organizations 
“(i) to pose as legitimate entities; (ii) to exploit legitimate 
entities as conduits for terrorist financing, including for 
the purpose of escaping asset freezing measures; or (iii) 
to conceal or obscure the clandestine diversion of funds 
intended for legitimate purposes, but diverted for terrorist 
purposes.”63 

Whereas FATF standards have in general not undergone 
meaningful human rights scrutiny, Recommendation 
8 has been subject to detailed human rights analysis by 
diverse stakeholders, including the mandate of the Special 
Rapporteur,64 other human rights mechanisms, and civil 
society.65 These stakeholders expressed serious concerns in 
respect of the adverse impact of relevant laws and policies 
on the legitimate functioning of civil society organiza-
tions and their contribution to restricting civic space in 
many jurisdictions. In particular, they noted that a num-
ber of the measures States were advised to take in line 
with Recommendation 8 could seriously limit the ability 
of NPOs and civil society to operate. Such measures 
included the obligation to register, to maintain informa-
tion on the purpose and objectives of NPOs’ activities, 
to issue detailed annual reports and to maintain records 
of all transactions. These obligations may be construed as 
entailing onerous requirements in which case they may 
function as obstacles to the unimpeded functioning of 
organizations, if not accompanied by adequate safeguards. 
Under certain circumstances, they may result in endan-
gering members and staff of such organizations as well 
as persons affiliated with them, including beneficiaries. 
In addition, dissuasive sanctions such as the freezing of 
accounts, removal of trustees, fines, de-certification, de- 
licensing and de-registration, were applied in many juris-
dictions without due regard for the principles of necessity 
and proportionality, non-discrimination and due process. 

In response to these concerns, the FATF revised Recom-
mendation 8.66 The amended Recommendation embraces 
a risk-based approach calling for the application of effec-
tive and proportionate measures responding to identified 

62  The FATF defines non-profit organizations as “[a] legal person or arrangement or organization that primarily engages in raising or disbursing funds for purposes such as charitable, religious, cultural, educational, 
social or fraternal purposes, or for the carrying out of other types of ‘good works’”. See ‘Glossary of the FATF Recommendations’ available at https://www.fatf-gafi.org/glossary/fatfrecommendations/n-r/. 

63  FATF Interpretive Notes to Recommendation 8, at 53.

64   A/HRC/40/52 and A/70/371. 

65  See the Report of the Special Rapporteur on the rights to freedom of peaceful assembly and of association, Maina Kiai, submitted to the 23rd session of the Human Rights Council, A/HRC/23/39; and Ben Hayes, 

‘Counterterrorism, Policy Laundering and the FATF: Legalizing Surveillance, Regulating Civil Society’, Transnational Institute/Statewatch, available at http://www.statewatch.org/analyses/no-171-fafp-report.pdf.

66  Specifically, by removing the labelling of NPOs as “particularly vulnerable” to terrorist financing abuse. 
67  Interpretive Notes to Recommendation 8, at 52-53. 

68  Ibid. at 52. 

69  The openness to engagement with external stakeholders on part of the FATF does not seem to be an outlier: the FATF Secretariat has also encouraged an open and robust exchange of views with the current Special 

Rapporteur, a development welcomed by the mandate holder.

70  See e.g. A/HRC/40/52; Human Security Collective, ‘How Can Civil Society Effectively Engage in Counter-Terrorism Processes?’ (2017), at 3.

71  Submission by the Global NPO Coalition on FATF in contribution to the report of the Special Rapporteur to be submitted to the 74th session of the General Assembly, available at: https://www.ohchr.org/EN/Issues/

Terrorism/Pages/SoftLaw.aspx. 

threats of terrorist financing abuse, only targeting NPOs 
that have been found at risk. The Interpretive Note to 
Recommendation 8–also employed as benchmark for the 
evaluation process–stresses the vital role played by NPOs 
“providing essential services, comfort and hope to those 
in need around the world,” as well as the need to ensure 
that “legitimate charitable activity continues to flourish” 
and is not unduly restricted by measures taken to counter 
terrorism.67 Importantly, the Interpretive Note empha-
sizes that relevant measures must be “implemented in a 
manner which respects countries’ obligations” under the 
UN Charter and international human rights law.68 

The responsiveness demonstrated by the FATF to con-
cerns expressed by relevant stakeholders, including the 
Special Rapporteur’s mandate, is welcomed.69 A particu-
larly encouraging development in this context relates to 
the requirement that assessment proceedings address not 
only problems caused by under-regulation of the sector 
but also tackle shortcomings linked to over-regulation, a 
phenomenon negatively affecting civil society globally.70 
Acknowledging the potential implications on civil society 
and humanitarian action, the importance of a human 
rights-minded evaluation approach, applied consistently 
throughout FATF and FSRB member jurisdictions is not 
to be understated. At the same time, due attention needs 
to be paid to concerns raised by relevant stakeholders 
that the consistent implementation of the revised rules by 
governments and evaluators needs further improvement, 
given in particular the effects of such rules and practices 
on the perceived and actual legal obligations and practices 
of States.71 

B. Impact of counter-terrorism soft law 
on human rights, including civil society 
actors

The negative effects caused by measures aimed at pre-
venting and countering terrorism and violent extremism 
on civil society and individuals affiliated with such civil 
society organizations, including members of groups that 
such organizations work to support, is well-documented. 
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The mandate of the Special Rapporteur has produced 
a detailed, empirically-based assessment of the scale of 
misuse of such laws and policies that identifies relevant 
trends and patterns in State practice.72

The Special Rapporteur found that civil society space has 
been shrinking around the globe in past years and consis-
tently since 2001, noting that it was no coincidence that 
the proliferation of security measures to counter terrorism 
and to prevent and counter violent extremism, on the 
one hand, and the adoption of measures that restrict civic 
space, one the other, were happening simultaneously.73 

It has to be noted in this respect that, in many jurisdic-
tions, security and counter-terrorism related regulatory 
processes suffer from lacking or inadequate implementa-
tion of the right to participate in public affairs, including 
through consultative processes involving civil society. 
Lack of consultation is commonly defended by invoking 
an urgency to legislate that requires fast-tracked process-
es.74 This shortcoming leads to the adoption of laws and 
policies that are not sensitive to the legitimate needs of 

72  A/HRC/40/52.

73  See also A/RES/68/181. 

74  Between 2001 and 2018, at least 140 governments adopted counter-terrorism legislation. See Lauren Money, ‘Counterterrorism measures and civil society: changing the will, finding the way’, CSIS, March 2018. 
According to Human Rights Watch, at least 47 countries have passed laws relating to foreign terrorist fighters since 2013. See Letta Tayler, ‘Overreach: How New Global Counterterrorism Measures Jeopardize 
Rights’, Human Rights Watch (2017).

75  It should be noted that these figures reflect only the cases that have been submitted directly to the Special Rapporteur. Methodologically, these numbers likely reflect substantial under-reporting.
76  In the last two years, the number has been slightly higher, at 68 percent.

77  Under international law, all counter-terrorism laws “must be limited to the countering of offences within the scope of, and as defined in, the international conventions and protocols relating to terrorism, or the 
countering of associated conduct called for within resolutions of the Security Council, when combined with the intention and purpose elements identified in Security Council resolution 1566 (2004).” See E/

CN.4/2006/98, para. 39.

78  Similarly, no definitions of violent extremism have been advanced at the international level. This shortcoming once again allows States to adopt highly intrusive, disproportionate, and discriminatory measures 
with broad and highly problematic human rights implications. While addressing the implications of such laws and policies goes beyond the scope of this briefing paper, they have been addressed by the Special 
Rapporteur and other human rights mechanisms. See, for example A/HRC/40/52, Report of the Special Rapporteur on the Promotion and Protection of Human Rights and Fundamental Freedoms While Countering 

Terrorism (A/HRC/31/65) and Report on Best Practices and Lessons Learned on How Protecting and Promoting Human Rights Contribute to Preventing and Countering Violent Extremism. Report of the United 

Nations High Commissioner for Human Rights (A/HRC/33/29).

79  Sweeping definitions of “association with,” “support,” or “assistance” to terrorist organizations have further been highlighted as potentially criminalizing legitimate conduct, including that of organizations carrying 
out activities that are exclusively humanitarian and impartial in nature. See, for example, ICRC, International Humanitarian Law and the Challenges of Contemporary Armed Conflicts (31IC/11/5.1.2).

civil society organizations and the constituencies these 
organizations represent, frequently among the most 
disadvantaged or marginalized in the respective society. 
In turn, the implementation of such laws and policies 
exacerbate the problem, weakening civil society and its 
ability to influence those exercising political power and 
thereby reducing the chance of relevant processes being 
participatory in the future. 

The consequences on civil society actors are harrowing. 
Many jurisdictions and contexts see; 

• Civil society stigmatized, discriminated against, and 
subjected to defamatory campaigns and harassment;

• Conduct protected under international human rights 
law criminalized; and

• The use of national security or counter-terrorism leg-
islation to crack down on civic space and its actors. 

The link between assaults on civil society and security 
frameworks is demonstrated by trends and figures. Since 
its inception, 66 percent of all relevant communications75 
sent by the mandate of the Special Rapporteur related to 
the use of measures aimed at preventing or countering 
terrorism and violent extremism or broadly defined  
security-related measures on civil society. This figure  
underscores the abuse and misuse of counter-terrorism 
measures against civil society and human rights  
defenders.76 The findings further affirm that targeting civil 
society is not a random or incidental aspect of counter- 
terrorism law and practice and highlight the shrinking 
space for civil society as a structural global challenge.

The lack of an internationally accepted definition of 
terrorism and terrorist acts led to the adoption of over-
broad definitions77 in many jurisdictions, with numerous 
relevant laws encompassing a broad range of conduct, 
including conduct that is protected under internation-
al human rights law.78 Such challenges are even more 
pronounced when it comes to terrorism-related offences, 
such as financial or material support to terrorism.79 

The Special Rapporteur found that 
civil society space has been shrinking 
around the globe in past years and 
consistently since 2001, noting that it 
was no coincidence that the prolifer-
ation of security measures to counter 
terrorism and to prevent and counter 
violent extremism, on the one hand, 
and the adoption of measures that  
restrict civic space, one the other, 
were happening simultaneously. 
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Civil society actors and their activities have often come 
within the purview of such laws, with negative effects 
at times also amplified by soft law standards and relat-
ed processes. For example, FATF Recommendation 5 
requires States to address terrorist financing, and the 
Interpretive Note to Recommendation 5 instructs them 
that “[t]errorist financing offences should extend to any 
person who wilfully provides or collects funds or other  
assets by any means, directly or indirectly, with the unlaw-
ful intention that they should be used, or in the knowl-
edge that they are to be used, in full or in part: (a) to  
carry out a terrorist act(s); (b) by a terrorist organization; 
or (c) by an individual terrorist.”  

While the aim of the FATF is to facilitate the establish-
ing of effective counter-terrorist financing regimes, peer 
review-based evaluation processes do not seem to engage 
with overbroad domestic definitions of terrorism and 
terrorist financing, despite the fact that such definitions 
inevitably undermine the efficiency of counter-terror-
ism efforts. The evaluations also do not include a human 
rights component that would aid in flagging inconsis-
tencies with human rights norms and standards that 
also negatively impact efficiency of measures and use of 
resources, including in cases where legitimate activities of 
civil society fall within the scope of State definitions.80 

Against this background, we reiterate the need for human 
rights benchmarking and guidance of similar levels of 
specificity and comprehensiveness as to the recommenda-
tions addressing financial measures, in order to facilitate 
human rights-compliant implementation. 

Incorporating human rights considerations into the 
evaluation process is also in the interest of improving  
the efficiency of counter-terrorism action. 

States must  take a participatory approach to domestic 
law and policy-making in the transposition and im-
plementation of regional and international soft law 
standards, particularly when these standards have been 
adopted through processes that do not meaningfully 
include the right to take part in public affairs. 

80  The guidance included in the Interpretive Note in relation to Recommendation 5 similarly lacks any references to human rights norms and standards.

81  A/74/335.

VI. CONCLUSIONS AND  

RECOMMENDATIONS 

The past two decades have witnessed the expansion of 
informal standard-setting fora active in the counter- 
terrorism space. A mapping of relevant developments 
shows that such entities play an increasingly influen-
tial role in the global counter-terrorism architecture.81 
Their clout frequently points beyond the confines of 
their membership and mandate (often defining them 
as non-normative bodies), in light of relevant initiatives 
having demonstrably shaped international, regional, and 
domestic processes, including by influencing binding 
law-making at different levels of governance. 

Such role inevitably comes with responsibilities, particu-
larly in view of implications of counter-terrorism stan-
dard-setting on the promotion and protection of human 
rights. Mitigating potential negative impacts calls for 
strong commitment to the meaningful incorporation and 
mainstreaming of human rights norms and standards into 
all stages of relevant activities and processes. 

This requires the implementation of the right to take 
part in public affairs at all levels of governance, including 
through the meaningful involvement of civil society orga-
nizations broadly construed. In fact, insufficiently partici-
patory processes and lack of human rights mainstreaming 
seem to go hand in hand. 

These shortcomings may lead to a series of negative con-
sequences, including the undermining of binding human 
rights law standards as well as harmful impact on the 
functioning of civil society organizations impeding the 
important public interest work they do. 

The counter-terrorism soft law terrain could benefit from 
making relevant processes more participatory with a focus 
on seeking out international law expertise, with particular 
emphasis on international human rights law, international 
humanitarian law, and refugee law. There is also clear add-
ed value to consulting with international human rights 
mechanisms and other relevant experts. Furthermore, 

meaningful implementation of the right to participate in 

public affairs, including through the inclusion of civil  

society actors, in particular organizations working on 

issues relating to human rights law, international human-

itarian law, and refugee law in the activities and processes 

of the counter-terrorism soft law standard-setting would 

go a long way towards improving human rights main-
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streaming in this space and further compliance with 

relevant branches of public international law.

Building on and complementing the Special Rapporteur’s 
report to the 74th session of the UN General Assembly, 
this paper advances the following recommendations:

Global counter-terrorism architecture 

• The various entities which make up the global count-
er-terrorism architecture are under a devolved obli-
gation to implement the right to take part in public 
affairs in the context of their operation;

• All counter-terrorism entities should therefore take 
steps towards making standard-setting and evaluation 
processes more participatory, including by making 
them consistently accessible to a diverse represen-
tation of States and civil society stakeholders. They 
should be guided in this respect by relevant interna-
tional human rights standards, as authoritatively in-
terpreted by international human rights mechanisms, 
as well as the OHCHR Guidelines on the effective 
implementation of the right to participate in public 
affairs;

• In line with international human rights norms and 
standards, States should take measures aimed at 
facilitating independent civil society participation in 
regional and international standard-setting processes 
and ensure that actors choosing to participate in such 
processes are not subject to threats, intimidation, or 
acts of reprisal against them, their next of kin or other 
associates;

• Counter-terrorism institutions and fora should 
develop policies and guidelines on facilitating regu-
lar, sustained, and effective civil society participation. 
These policies and guidelines should address means 
and modalities to be used with the aim of ensuring 
meaningful civil society engagement. Meaningful 
engagement of civil society includes granting access 
to relevant information and the possibility for these 
actors to make their views known and disseminated 
among other participants involved in the process; 

• Relevant entities should establish civil society focal 
points and develop processes for granting observer, 
consultative, or participatory status to civil society 
organizations, or set up alternative permanent bases 
for reliable and meaningful cooperation. These should 

be based on clear, objective, transparent and non-dis-
criminatory criteria, carried out in an accessible man-
ner and should not be overly burdensome for civil 
society organizations who frequently grapple with 
shortages of monetary, human, and other resources; 

• Counter-terrorism institutions and fora should devel-
op robust assessment and review processes to evaluate 
how well their policies and guidelines on including 
civil society participation are working in practice;

• Counter-terrorism institutions and fora should 
develop gender-sensitive policies and guidelines to 
enable the effective participation of women and girls 
in counter-terrorism law and policy development in 
line with the obligations outlined in United Nations 
Security Council resolution 1325;

• The production of soft law counter-terrorism instru-
ments should be benchmarked against human rights 
treaty obligations, and comprehensive, detailed, and 
relevant inclusion of human rights standards should 
be consistently applied in counter-terrorism soft 
norm-making; 

• Civil society and human rights experts must be 
meaningfully and consistently given access to the 
counter-terrorism architecture and relevant processes 
whether these are led by United Nations entities or 
other initiatives, institutions, or fora;

• Counter-terrorism entities should strive towards 
greater transparency and openness in their work, 
consistent with the meaningful implementation of 
the right to take part in public affairs; 

• All counter-terrorism entities should explicitly and 
consistently address the human rights obligations of 
States in the development of their standard-setting 
work and integrate such obligations consistently into 
their activities and resulting outputs; and

• United Nations entities should establish mechanisms 
to assess if soft law standards developed outside of 
the UN aegis are compliant with international law, 
including international human rights law, interna-
tional humanitarian law, and refugee law, before they 
are mainstreamed as UN-endorsed standards, to 
ensure their legitimacy and rule of law compliance. 
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Financial Action Task Force

• Amend the mandate of the Financial Action Task 
Force to include among its objectives and functions 
the task of ensuring that FATF standards are devel-
oped and implemented in compliance with interna-
tional law, including international human rights law, 
international humanitarian law, and refugee law;

• Meaningfully incorporate human rights norms into 
the recommendations elaborated by the Task Force;

• Include human rights benchmarking in FATF guid-
ance documents, together with detailed directions for 
the human rights-compliant implementation of its 
standards;

• Establish processes to ensure that FATF-style 
regional bodies implement Task Force standards in 
compliance with international law and work towards 
furthering consistency aimed at a human rights-sen-
sitive global application of the standards;

• Ensure that the FATF Secretariat has relevant exper-
tise by adding specialized staff with proven expertise 
in international human rights law, international 
humanitarian law, and refugee law. Encourage Task 
Force-style regional bodies to develop specialized 
expertise in these areas and provide support in this 
respect. The FATF is encouraged to consider seeking 
out and establishing cooperative arrangements with 
international and regional specialized mechanisms, 
including United Nations human rights mechanisms, 
to ensure that the Task Force and Task Force-style 
regional bodies can benefit from specialized input 
and advice; and

• Recalling the significant impact FATF activities 
have on human rights protection, it is imperative 
that standard-setting and implementation processes 
are conducted transparently by ensuring the regular, 
sustained, and effective participation of those affected 
by relevant laws and policies, including independent 
civil society actors.


