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UN Working Group on the use of mercenaries 

Russian Aggression against Ukraine, Mercenaries and Artificial Intelligence  

Our Association of Reintegration of Crimea, is non-governmental expert and human rights 

organisation1, our expert researches are related with human rights and humanitarian issues, 

including their fundamental rights, also as with issues of the transitional justice for Crimean 

peninsula, with relevant humanitarian, informational, economic, social and financial impacts.  

Since 2020 we sent more than 300 submissions and proposals to UN human rights’ 

strictures, major part of them were published in the official web-sources. Our experts 

researched the issues of negative consequences the Russian aggression against Ukraine, 

including Russia’s mercenaries’ activities23456789. So we send now to UN Working Group our 

input on the use of technology in the operations and activities of mercenaries, mercenary-

related actors and private military and security companies. 

We informed UN structures that illegal occupation and attempted annexation of the Crimea 

by Russia since 2014, as a part of Russian-Ukrainian interstate conflict, changed the situation 

in the region and was correlated in Russia-controlled mercenaries101112, that was reflected in 

the ICJ in case “Application of the International Convention for the Suppression of the 

Financing of Terrorism and of the International Convention on the Elimination of All Forms 

of Racial Discrimination (Ukraine v. Russia)” by its Judgment dated 31 January, 202413.  

Since 24th of February 2022 Russia committed broad and open military aggression against 

Ukraine. Due last three years of fights Russia occupied some territories of Donetzk, Kherson, 

Luhansk, Zaporizhzhya and other regions and strong fights are going near cities with total 

population of millions persons near the frontline1415 Russia-controlled troops and mercenaries 

committed in Ukraine, during this invasion, gross violation of international humanitarian law 

and international human rights’ law already, including broad crimes against fundamental 

rights161718192021222324252627282930 
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Russia uses illegally own bank system and fake “Post of Crimea” to finance mercenaries 

on Russia-occupied territory of Ukraine3132333435. Also illegal “Wagner Group” activities were 

noticed in issues of illegal cargo and illicit goods trafficking in 2022-2023 from and to the 

Sevastopol ship repair plant” “Persey”3637. 

All Ukraine’s attempts for the peace-building, including peace talks and negotiations with 

Russian government were unsuccessful and Russia rejects all peace propositions and it refuses 

to execute the demands of ICJ and ECtHR orders to stop the aggression and hostilities, 

including illegal financing mercenaries, usage them for illegal cargo and illicit goods 

trafficking, for common criminal activities and war crimes. 

Our Association researched also the Russia’s activities in area of the artificial intelligence 

in the Crimea in different areas3839. Our experts stressed, that Russia-controlled “Crimean 

universities” became a tool for “legalizing” artificial intelligence technologies, stolen by the 

Russian special services in Western democratic countries or in communist China40. 

At the end of March, 2024 our Association published two studies on the current situation 

in the field of “artificial intelligence developments,” “conducted” by the so-called “Crimean 

and Sevastopol scientists”. Also we researched issues of Russia’s attempts to use artificial 

intelligence for creating historic fakes in favor or Russian imperialism4142. 

Among other things, the work of the so-called “Center for artificial intelligence and big 

data analysis of the Institute of physics and technology” of the illegal “Crimean Federal 

University” was determined, with the “director” Marina Rudenko. 

Moreover, it is Rudenko who is declared in such publications as a “coordinator”, and 

since 2023 she, among other things, appears on behalf of the mentioned “Center”. And so, 

literally a few days after our publications, the aggressor’s propaganda, including Tass, quite 

“accidentally” decided to declare in 2024 that “V. Vernadsky Crimean Federal University 

opened a Center for artificial intelligence and big data analysis in Simferopol,” “created under 

the Priority-3000 program”, but in fact it has existed for at least a year43. 

On May 27, 2024 our Association’s expert Olesya Tsybulko took part in OSCE ODIHR 

Supplementary Human Dimension Meeting “Media Literacy and Democracy” and stressed in 

her speech on opening the conference’s session on the urgent challenges for media, 

journalists’ activities and dissemination of the information, that appears in the area of digital 
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technologies and are connected with artificial intelligence on Russia-occupied territories of 

Ukraine, including Crimea44. 

ARC’s expert pointed on violation by aggressor state the UN General Assembly 

Resolution 78/265 on issues of promotion of safe, secure and trustworthy artificial intelligence 

systems that will also benefit sustainable development for all45. She pointed that aggressor’s 

improper and malicious design, development, deployment and use of artificial intelligence 

systems, such as without adequate safeguards and in a manner inconsistent with international 

law, posed risks, which could hinder progress. Such a situation is the example of Russia-

committed information manipulations, frauds with origins of artificial intelligence-generated 

or manipulated digital content and it creates strong risks, stressed ARC’s expert. 

Olesya Tsybulko pointed on our Association’s researches on the aggressor’s 

manipulations with artificial intelligence systems in Crimea, including industrial espionage 

and propaganda, and usage of such systems for the so-called “security sphere”, but de-facto 

for social networks total monitoring and implementation of static and mobile video systems 

that allow to “calculate” a person by their face, deepening threats to freedom of peaceful 

assembly and association. 

Later, on June, 2024, OSCE Parliamentary Assembly adopted resolution “Artificial 

Intelligence and the Fight against Terrorism”46 where OSCE PA recognized the rapid 

advancement and widespread adoption of artificial intelligence technologies globally, and 

acknowledged the impact of artificial intelligence on various aspects of society. In that 

resolution OSCE PA deeply concerned by how artificial intelligence can be abused to spread 

misinformation and conspiracy theories, including through the creation of realistic deep fake 

content and voice cloning technologies, targeting vulnerable groups and facilitating online 

polarization and radicalization. 

OSCE PA called states to introduce mandatory labelling for all artificial intelligence-

generated or -manipulated content, as well as for all human interactions with artificial 

intelligence systems, aiming to empower users to identify information manipulation, discern 

the origins of genuine digital content, differentiate it from content generated or altered by 

artificial intelligence, and enhance media and information literacy. 

On March 18, 2025, our Association’s experts Olesya Tsybulko and Borys Babin 

reported about Russia-controlled empire of disinformation, that develops using models of 

artificial intelligence, at II Session “Respond: Addressing challenges in the media and 

information landscape, including disinformation” of OSCE Supplementary Human Dimension 

Meeting in Vienna, Austria47. Regarding Russia’s usage of artificial intelligence for 

disinformation Olesya Tsybulko stressed the case of the global Russian propaganda network 

“Pravda”, administered from occupied Crimea by the Russia-controlled mercenaries, which 

has infected artificial intelligence tools around the world with Russian fakes. Professor Borys 

Babin recalled in his speech on the Session about Russia-initiated artificial intelligence 

activities, reflected in the creation by the Russia-controlled mercenaries of hundreds of online 

“media”, acting without direct human participation for manipulation by Internet search 

systems. 

Such forms of disinformation make special importance for the issue of the subject of 

legal responsibility in such provocation, expert added, also stressing on challenges with 

definition of legal regime for victims on national and international levels. Prof. Babin 

discussed those issues on Human Dimension Meeting fields with OSCE Representative on 
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Freedom of the Media Ms Julia Haas, with experts of International Institute for Middle-East 

and Balkan Studies and on side-events Shrinking Media Space: The Growing Threats to 

Independent Journalism and Democracy” and Support or Suppression: the Complex Role of 

Big Tech in Conflict Reporting”. 

Our Association continued in 2025 a thorough analysis of further provocations by the 

Russia-controlled mercenaries and Russian special services in the Crimea in the field of 

artificial intelligence for its use as a weapon of aggression and other large-scale violations of 

international law, including illegal activities of companies “Ainergy”,“IT Garage”, “Vistek 

Rus”, “Gamma Tech”, “Itpay”, a“Risky”, “Willis”, “Robocorp”,  “MoreAgroBioTech” and 

“Sevastopol State University”48. 

Russia-controlled mercenaries also use artificial intelligence for naval and air drone 

activities against Ukraine and held relevant trainings in the Crimea with militarization of local 

youth495051. For example, on February 2026, the occupiers announced the “opening of the 

qualifying round of an educational workshop” “Unmanned Technologies” at the so-called 

“V.N. Tolstov Kerch Technological College.” It was “part of a large-scale project to build a 

talent pool for drone operators,” conducted by the so-called “Crimean Research Institute of 

Unmanned Technologies,” where the “valuable instructions” of Crimean gauleiter Sergey 

Aksyonov are allegedly being implemented “under the personal supervision” of his “assistant” 

Stanislav Gretsky. 

Also quite characteristic is the figure of the declared “supervisor” of this process, 

Stanislav Gretsky, who previously appeared regularly as Aksyonov’s “assistant” “on transport 

issues,” as a “member of the board at the ministry of transport” and a “distinguished transport 

worker” of the occupiers. Gretsky’s “conscientious work,” so highly valued by Aksyonov, 

consisted not so much of his active complicity in the occupation of Crimea, as a militant in the 

criminal “combined regiment of the people’s militia” in 2014, but rather of his role from 2015 

to 2019 as the “director of the municipal entity” of occupied Simferopol, “Gor Trans Service,” 

which operated all of Simferopol’s paid parking lots52. 

Vladimir Smirnov, who replaced Gretsky in such a lucrative role, was arrested exactly six 

years ago by the occupying forces in a “black cash” case, in which “significant sums collected 

from parked cars” were siphoned off from the company in cash for the benefit of “higher 

management.” At the time, it was explicitly stated that Gretsky “oversaw” the operations of 

“Gor Trans Service” and acted as an intermediary in the aforementioned “food chain.” He was 

also “searched,” and allegedly “a significant amount of cash, as well as firearms and bladed 

weapons, were found.” However, after the initial pompous “arrests,” all those involved in this 

story predictably escaped with a “light fright.” Smirnov subsequently returned to his “previous 

position” at Gor Trans Service, and Volkova “resigned voluntarily” from the “Simferopol 

administration” only at the end of 2021. 

Our Association’s expert Prof. Borys Babin, took part in the conference “Digital Era of 

Forensic Expertise Development: Innovative Technologies and Artificial Intelligence”, which 

was held in Odesa by the Odesa Research Institute of Forensic Expertise of the Ministry of 

Justice of Ukraine. Prof. Babin shared the achievements of the Association in the dimension 

of researching the challenges and threats in the field of artificial intelligence, which are 

created by Russia, in particular in the temporarily occupied territories, including in the 
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dimension of the illegal activities of the corresponding “center” of the illegal “Crimean federal 

university”. 

Professor Babin emphasized that the failure to resolve, as of now, the aspects of the 

subjectivity of artificial intelligence necessitates the need for a legal attitude towards it as a 

source of increased danger, with the need to introduce appropriate mechanisms for mandatory 

liability insurance of operators of artificial intelligence for the damage caused. The expert 

expressed the opinion that the formation of contractual and institutional requirements in the 

field of artificial intelligence at the global level will most likely not occur in the format of 

human rights or sustainable development, but within the framework of international security, 

as previously happened with regard to nuclear, chemical, bacteriological weapons and other 

types of armament53. 

On November 27, experts from our Association, Borys Babin, Kateryna Karpova and 

Anna Prykhodko, took part in the conference “Expert Support for Organized Crime 

Investigation: International Experience and National Practice”, held at the Odesa Law 

Academy jointly with the Odesa Research Institute of Forensic Forensics and the National 

Center for Forensic Forensics under the Ministry of Justice of Moldova. 

At the event, Professor Babin drew the attention of the participants to the systematic 

violations by the aggressor state of international standards in the field of artificial intelligence 

in the occupied territories of Ukraine, including Crimea, with the use of artificial intelligence 

by Russia as a tool of military action, propaganda and subversive activities in European 

countries.  

Attention was drawn to the development of relevant international standards embodied in 

the system of existing documents of the UN and its specialized organizations, as well as in the 

practice of the ECtHR, in particular in terms of the approval and prospects for the entry into 

force of the Council of Europe Framework Convention on Artificial Intelligence, Human 

Rights, Democracy and the Rule of Law in 2024, and in the context of the Ethical Charter on 

the Use of Artificial Intelligence in Judicial Systems and Their Environment, adopted by the 

European Commission for the Efficiency of Justice in 201854. 

In September 2025, upon relevant requests, our Association described the situation to the 

UN Special Rapporteur on the promotion and protection of human rights and fundamental 

freedoms while countering terrorism, Professor Ben Saul, for the next elaboration of the 

Position Paper on the Human Rights Impacts of Using Artificial Intelligence in Countering 

Terrorism and the Ninth Review of the UN Global Counter-Terrorism Strategy. 

ARC’s submission, published in January 2026 at UN official web-sources and elaborated 

with the participation of professors Borys Babin, Olena Agapova, Ihor Kraynov, and Kateryna 

Karpova, was devoted to challenges of terrorism and artificial intelligence connected with 

Russian aggression against Ukraine and temporary occupation of the Ukrainian territories, 

including Crimea55. 

ARC’s submissions stressed that relevant examples of Crimean business participation as 

umbrella structures or as hubs for such Russia-controlled mercenaries’ provocations and 

preparations for them prove that duty to protect international solidarity from those challenges 

to business and human rights, that conjunct terroristic activities, calls for racial discrimination, 

and calls for aggressive war, genocide, and war crimes in interstate conflict conditions, which 

may be simplified by AI for committing actors, is also important for UN structures. 
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The above-mentioned UN Position Paper, funded by the Government of Switzerland and 

the University of Sydney, is also published, with relevant thanks to 16 states, 3 international 

organizations, and 21 civil society structures, including our Association, that sent relevant 

submissions in 2025. The UN Position Paper agreed with our proposals that applications of 

artificial intelligence in specific areas, such as surveillance, moderation of online terrorist 

content, border management, judicial proceedings, detention, and military operations, must be 

subject to specific measures to comply with international human rights law and other relevant 

frameworks, such as refugee law and international humanitarian law56. 

The UN Position Paper agreed with us that artificial intelligence technologies 

fundamentally undermine the anonymity and spontaneity essential for robust democratic 

debate, transforming the public sphere into a surveilled environment where authentic political 

expression becomes increasingly constrained and citizens retreat into silence, stressing that the 

negative impacts on civil and political rights can have cascading effects on other human rights 

that their exercise protects and promotes. 

Regarding artificial intelligence and military activities, the UN Position Paper stressed 

that states must consider how these legal frameworks specifically apply to their artificial 

intelligence capabilities in the military area and how existing laws can be effectively 

implemented to ensure compliance, oversight, governance, accountability, and remedies. 

States and parties to armed conflicts must ensure that human control and judgment are 

preserved in decisions that pose risks to life, liberty, and human dignity, the Position Paper 

added. 

So such comments and conclusions may be proposed. 

Manipulations with artificial intelligence, done by authoritarian regimes together with 

mercenaries, corporations and other business structures, in conditions of interstate conflicts, 

war zones and occupied territories create new strong risks not to fundamental rights only, such 

as rights to life, to freedom and to privacy, but also to informational, educational, cultural and 

other collective rights, including indigenous rights and right to development, also they violate 

right of person not to be a victim on war crimes, crimes against humanity and genocide, 

deepening threats to freedom of peaceful assembly and association.   

For example, the key challenges for human rights in area of Russia-controlled 

mercenaries’ usage the artificial intelligence in the Crimea and in other Russia-controlled 

territories, also as in the Internet and media, are: 

- usage the artificial intelligence’s algorithms in social networks for disseminating fakes, 

hate speech and propaganda;  

- usage the artificial intelligence’s algorithms in social networks for counteracting 

dissidents, human defenders, activists etc.; 

- usage the artificial intelligence for creating deepfakes with genocidal, militaristic and 

racist character; 

- usage the artificial intelligence for system of controlling faces, trips and presence in 

institutions for relevant racial segregation and repressions; 

- usage the artificial intelligence for creating chemical and bacteriologic weapons, 

including with racially selective exposure; 

- usage the artificial intelligence for naval and air drone activities against non-combatants 

and committing other war crimes and gross violations of international law. 

Examples of Crimean business participation as umbrella structures or as hubs for such 

Russia-controlled mercenaries’ provocations and preparations to them prove that duty to 

protect international solidarity from those challenges to right to development, that conjunct 
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calls for racial discrimination and calls for aggressive war, genocide and war crimes in 

interstate conflict conditions, which may be simplified by artificial intelligence for committing 

actors, is also important for UN structures. 

Also, regarding conditions on hostilities and interstate conflict demands of Rome Statute, 

Geneva Convention and Additional Protocols must be taken in account regarding war crimes 

and crimes against humanity committed by artificial intelligence or by human actors using 

artificial intelligence, such as Russia-controlled mercenaries, and deepening threats to right to 

development. 

Also, regarding conditions of ethnic cleanings, racist and discrimination policy 

committed by some states, Convention on the Prevention and Punishment of the Crime of 

Genocide must be taken into account regarding those issues, including actions of artificial 

intelligence or of human actors, such as Russia-controlled mercenaries, using artificial 

intelligence.  

Separate UN OHCHR research must be done on challenges connected with artificial 

intelligence in conditions of interstate conflicts and relevant war crimes, drone activities, 

disinformation, genocidal calls, hate speech and racist incitements in media and social 

networks, including state-controlled mercenaries’ participation in such processes. 

Our Association believes that next urgent, immediate steps of the UN structures for 

protecting international solidarity, business and human rights from those challenges, in 

condition of ongoing interstate conflict and hostilities, also as in conditions of artificial 

intelligence’ development must be done, including observation procedures and visits to victim 

states, such as Ukraine.  

15th of February, 2026                                      Association of Reintegration of Crimea 

Dr. Borys Babin  

 
 


